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1.Introduction

The SKW99 EVB offers a quick and easy way to evaluate the SKW99 module and the SKW99 module

is a 2x2 MIMO WLAN WiFi Module.

The Evaluation Kit includes the following items:

One SKW99 module.

One SKW99 EVB.

One DC adapter with micro USB connector cable.
Two WiFi antenna.

One Cable.

This Manual.

A T o

2.EVB Detail

This section describes the various interfaces and switch settings for the SKW99-EVB board.

18 19

ElSuotek ¥ EsSuotek ®
THZ0-1201 THZ0-1201
= 1801
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Table EVB Details:
No. Name Function Description
1 Micro USB Power Connector USB DC 5V Input
2 Switch 3.3V Power Switch
3 Button WPS Push Button
4 Button Reset Push Button
5-8 LED LAN LED
9 LED WAN LED
10 LED System LED
1 LED WPS LED
12 LED USB Device LED
13 LED Wireless LED
14 LED 3.3V Power LED
15 USB Type-B Port UARTO:USB TO TTL
16 Micro USB Port UART1:USB TO TTL
17 USB Type-A Port USB Slave Device
18 RJ45 Port LAN Port
19 RJ45 Port WAN Port
20 LED 5V Power LED
SL-18050049-V1.01 6/68
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EVB Hardware Installation

Step 1: Insert the module to the EVB board.

Step 2: Connect the another LAN port into PC's RJ45 port.
Step 3: Connect the WiFi antenna.

Step 4: Insert the DC adapter into the power-supply connector.
Note: The DC adapter output: 5V+10% /1A

SL-18050049-V1.01 7/68
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3 System Management

3.1 Configure the administrator password
The password is the password of the login routing configuration interface, and also the password is to
ensure the router's security. The default password of SKW99 is admin. The login password can be

modified through the webpage, and the password can not be canceled, but can only be modified.

(1) Using the browser to login on the Webpage of the module. As shown in the following screenshot.

B & @) 51-18030027.5KkWo9 V101 | [ SKYLAB - LuCl X | 4+ w~ - 0o x

é > O @ -:_:- 19216811/ 'ﬁ{ fE ﬂ\. IQ

SKYLAB | W0147.1.0 | Load: 0.00 0.04 0.08

Authorization Required

Please enter your username and password.

Username [.3 root |

Password 121 |

@ Reset| [JLogin

Enter the password, click "Login", you can enter the management interface.
(2) On the management interface, click “System”>>“Administration”. Enter the password and confirm the

password. Click “Save&Apply”. Finished.

[ & ] SKYLAB - Administratio x| == 5~ - o %

P O & Ty 192.168.1.1/cgi-binfluck/;stok=aB3caBidd 33876 1b7d2c831 2e0eafi2a/admin/system/admin/ Yr = L =

SKYLAB | W0143.1.0 | Lead: 0.00 0.01 0.05 Changes: 0

Status

| System Services Network Logout

System | Administration Software Startup Scheduled Tasks LED Configuration Backup / Flash Firmware Reboot

Router Password

Changes the administrater password for accessing the device

Password

Confirmation

T JAdd

SSH-Keys
Here you can paste public SSH-Keys (one per line) for SSH public-key authentication.

@D Reset (JSave (JSave & Apply
owered by LuCI 0.11.1 Release (0.11.1

SL-18050049-V1.01 8/68
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(3) Note: If you have forgotten the password, please long-press the reset button to revert to the factory

settings.

3.2 System Upgrade

After the system has been added some new functions or optimized some shortcomings, it needs to be
upgraded. SWK99 provides the function of the system upgrade.

The following are the specific methods of operation:

(1) Access to the router's management interface through browsers.Click“System”>> “Backup / Flash
Firmware”, then access to the system's Flash operation interface. Click the “| %" in “Flash new firmware”
to choose the image.

Select "keep settings" to save the configuration. If it is not selected, the system will be restored to the

factory settings after updating the system.

| M =1 [ ] SKYLAB - Backup /Flast % | 4= = — o ¢
“— o (0 19216811 t acl ' 1 bt tom/Nlashe r Y= 7 =&
SKYLAB | W0143.1.0 | Load: 0.00 0.01 0.05 Changes: 0

Status System Services Network Saerial Logout

System  Administration  Software  Startup  Scheduled Tasks  LED Configuration g Backup / Flash Firmware  Reboot

Flash operations

Actions
Backup / Restore
Click “Generate archive" to download a tar archive of the current configuration files, To reset the firmware to its Initial state, click "Perform reset” (only possible with
squashfs images).
Download backup: i Generate archive

Reset to defaults: 1 Perform reset

Te restore configuration files, you can upload a previously generated backup archive here,

Restore backup: W, |/ Upload archive...

Flash new firmware image

Upload a sysupgrade-compatible Iimage here to replace the running firmware, Check "Keep settings” to retain the current configuration (requires an OpenWrt compatible
firmware image).

Keep settings: 1

Image: g, | @ Flash image...

(2) Select firmware from local PC and click, finish open complete firmware selection.

SL-18050049-V1.01 9/68
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B a | 3 skyLAB - Backup / Flast X | 4 ¢ - (] B
e — O @ O] ki * ié f._ L."f" =
e v > A :s DATA (E) » update w0143 | ¥ U  EE update wol43” 2
Actions
o - R =- @ @ |

Backup / Restore :
Click "Generate archive" t - - =L
squashfs Images).

:;sible with

» 3D & skylab-w143-generic-ap 147 -16M-squashfs-sysupgrade bin | 2018/5/7 1437 BIN ¥
Download backup: B

Reset to defaults: | =Eh
1 hoe]

To restore configuration fi + T8
| eef
= 5
<. Windows (C)
Flash new firmware e LENGVO (D)

Upload a sysupgrade-com - DATA (E) Vrt compatible
firmware image).

Restore backup:

b R i RE > |
Keep settings: .
IPEE (M) | skylab-w0143-generic-ap147-16M-squashfs-sysupgrade bin ~ | EEY

Image: ]
2 FIF{0)

Powered by LuCI 0.11.1 Release (0.11.1)

(3) Click “Flash image...”. Start to download the local firmware to the router, and view the download
progress at the lower left corner of the interface. After the download completed, enter the “flash firmware”

interface.

Flash new firmware image
Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings" to retain the current configuration (requires an OpenWrt compatible
firmware image).

Keep settings:

Image: |E:\update_w0143\skyrab i U |Flash image...

Powered by LuCI 0.11.1 Release (0.11.1)

(4) On the “flash firmware” interface, click the “Proceed”.Wait for the system to be upgraded.

SKYLAB | W0143.1.0 | Load: 0.34 0.10 0.07

Status Services Network M Serial

WSt Administration Startup  Scheduled Tasks  LED Configuration | Backup / Flash Firmware = Reboot

Flash Firmware - Verify

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click "Proceed” below to start the flash procedure.

s Checksum: b42b5cb83b87297a741488d33583b4ab
* Size: 15.24 MB (15.63 MB available)
» Configuration files will be kept.

SL-18050049-V1.01 10/68
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3.3 Backup / Restore System Configuration

After the system configuration information modified, you can revert to the state of your backup through the

backup configuration. The following are the ways to backup and restore the configuration:

3.3.1 Backup System Configuration

(1) Access to the router's management interface through browsers. Click “System”>> “Backup / Flash

Firmware”, access to the system Flash operation interface. Click “Configuration”.

SKYLAB | W0143.1.0 | Load: 0.17 0.09 0.07 Changes: 0

Status §i System | Services Network 8 Serial Logout

System Administration Software Startup Scheduled Tasks LED Configuration “ Backup / Flash Firmware Reboot

Backup file list

3 Configuration

This Is a list of shell glob patterns for matching files and directeries to include during sysupgrade. Medified files in /etc/config/ and certaln other conflgurations are automatically
preserved.

Show current backup file list ;|2 Open list...

# This file contains files and directories that should
# be preserved during an upgrade.

Jfetc/example. conf
/ete/openvpn/

(2) On the system Flash operation interface. Click the “Open list...”. View the file of the default backup.
Click the “Close list...” and back to configuration interface.

SKYLAB | W0143.1.0 | Load: 0.04 0.07 0.06 Changes: 0

Status System Services Network

System  Administration  Software  Startup  Scheduled Tasks  LED Configuration =~ Backup / Flash Firmware = Reboot

Backup file list

Configuration

Below is the determined list of files to backup. It consists of changed configuration files marked by opkg, essential base files and the user defined backup patterns.

Back to configuration : +]Close list...

fetc/config/ddns
Jetc/config/dhep
Jetc/config/dhcpéic
Jetc/config/dropbear
Jete/config/firewall
Jete/config/luci
Jetc/config/meproxy
Jetc/config/mjpg-streamer
Jetc/config/network
Jete/config/pppoe
fetc/config/qos
[fete/configfradvd
[fetc/config/ripd
fetc/config/ser2net
[fete/config/sound
Jetc/config/system
fetc/configfuart_client
[fete/config/ubooteny
Jetc/config/ucitrack |
Jetc/config/uhttpd
Tetefconfigfupnpd

SL-18050049-V1.01 11/68
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(3) In the configuration box, add the files that need to be configured, and click "Submit". After submission,
click "Open list..." Check the files that are going to be backed-up.

B & [ SKyLAB - LuCl X |+ v - o X

&« \ O G] () 192168.1.1/cal bi " ladab 75 {0ad5 2386 I i invsystemillashons/backunf flcotay + * ‘f«% g\' &

Backup file list

Configuration

This i5 a list of shell glob patterns for matching files and directories to include during sysupgrade. Medified files in /ete/config/ and certain other configurations are automatically
preserved.

Show current backup file list [ Open list...

# This file contains files and directories that should
# be preserved during an upgrade.

| |fusr/1ib/1ua/luci/ip.lua

| /etc/example.conf
fetc/openvpn/

/etc/config/pppoe -
[ete/config/qos

fetc/config/radvd

Jete/config/ripd

Jetc/config/serZnet

Jetc/config/sound

Jete/config/system
fetc/config/uart_client
Jete/config/ubooteny
fetc/config/ucitrack
Jete/config/uhttpd

Jetc/config/upnpd
Jetc/config/wireless
/etc/dropbear/dropbear_dss_host_key
fetc/dropbear/dropbear_rsa_host_key
Jete/firewall.user

Jetc/fw_env.config

Jetc/group

fetc/hosts

fetc/inittab

fetc/passwd

Jetc/profile

Jete/re.local

fetc/shells

Jetc/sysctl.conf

/ete/sysupgrade.conf
Jusr/lib/lua/lucifip.lua

(4) In the interface of back-up list, click "Actions" and go back to the flash interface. Click on "Generate
archive", appear the backup file's remaining bullet box, choose the save path in the box, click "save". The

back-up files will be saved on the local PC.

SKYLAE | W0143.1.0 | Load: 0.08 0.05 0.05 Changes: 0

System Services Network Serial Legout

System  Administration  Software  Startup  Scheduled Tasks  LED Configuration = Backup / Flash Firmware | Reboot

Flash operations

Actions

Backup / Restore

Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” (only possible with
squashfs images).

Download backup: - | [ Generate archive

Reset to defaults: @ Perform reset

SL-18050049-V1.01 12/68
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SKYLAB | W0143.1.0 | Load: 0.08 0.05 0.05 Changes: 0

Status | System § Services Metwork W Serial Logout

System Administration Software Startup Scheduled Tasks LED Configuration Backup / Flash Firmware Reboot

Flash operations

| Actions

Backup / Restore

Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” (only possible with
squashfs Images).

Download backup: 2 |2 Generate archive

Reset to defaults: & Perform reset

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: I ... I [ Upload archive...

Flash new firmware image
Uplead a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current configuration (requires an OpenWrt compatible
firmware im.

BB 4R backup-SKYLAB-2018-05-08.tar.gz?

Keep settif 4t 192.168.1.1 e R A B &

3.3.2 Restore System Configuration

(1) Enter the router management interface through browser, click "System" >> "Backup / Flash Firmware".

Enter the system Flash operation interface. Click the "select file" to pop up the local file selection box.

SKYLAE | W0143.1.0 | Load: 0.08 0.05 0.05 Changes: 0

System| § Services Metwork W Serial

1
System  Administration  Software  Startup = Scheduled Tasks  LED Configuration  Backup / Flash Firmware Reboot

Flash operations

Actions

Backup / Restore
Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” (only possible with
squashfs images).

Download backup: (2 Generate archive

Reset to defaults: 1@ Perform reset

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: l FSE... |8 Upload archive...

(2) In the local file selection box, select the files to be recovered, click "open" to complete the selection of

the recovery files.

SL-18050049-V1.01 13/68
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SKYLAB | W0143.1.0 | Load; 0.08 0,05 0.05 Changes: 0

[ stats | system | 3

T » [EWEE » DATA (E) » update w143
System  Administratj

i - e
Flash operations ) N
- - - = gy =1
» 30 3% R backup-SKYLAB-2018-05-08 tar |
B skylab-w143-generic-ap147-16M-squashfs-sysupgrade.bin
Backup / Resto

Click "Generate arch| b BH
squashfs images). Eha -l

+ TR

b ER
Reset to defaults: | - EE

Actions

y possible with

Download backup:

L. Windows ()
- LENOVO (D)
Restore backup: - DATA (E)

To restere configurat

b & k8
Flash new firmy HEE(NY:  backup-SKYLAB-2018-05-08.tar - | EEM
Upload a sysupgrade e penWrt compatible
firmware image). e HIH(O)

Keep settings: |

(3) Back to the Flash interface, click "Upload archive...". The system is restarted. Recovery completed.

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: IE:\update_wUM.’i\backup .. | [@Upload archive...

System - Rebooting...

Changes applied,

- Waiting for changes to be applied...
"

3.4 Restore Factory Settings

For some special cases, such as forgetting the WiFi password, we can restore the system to the factory
and re-configure it. The factory settings can also be achieved by long-pressing the reset button. The
following is the method of using webpage to restore factory settings.

(1) Through browser, enter the router management interface, click “System”>> “Backup / Flash Firmware”,
enter to the system Flash operation interface.Click on "Actions" >> "Backup / Restore" >> "Perform reset"

to wait for the system to resume configuration and restart.

SL-18050049-V1.01 14 /68
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SKYLAB | W0143.1.0 | Load: 1.46 0.38 0.13 Changes: 0 8

Status Services Network Logout

System Administration Software Startup Scheduled Tasks LED Conflguration Backup / Flash Firmware Reboot

Flash operations

Actions

Backup / Restore

Click "Generate archive” to download a tar archive of the current configuration files, To reset the firmware to its initial state, click "Perform reset” (enly possible with
squashfs images).

Download backup: [Hl Generate archive

Reset to defaults: @ Perform reset

3.5 Reboot System

SKW99 provides the function of restarting the system through the web interface. The following are the
specific methods of operation:
(1) Access to router management interface through browser, click “System”>> “Reboot”,enter the restart

interface and click the "Perform reboot" .The system will be restarted.

SKYLAB | W0143.1.0 | Load: 0.23 0.26 0.12 Changes: 0

Status System Services Network Logout

System Mm;inlstratinn Software Startup Scheduled Tasks LED Configuration Backup / Flash Firmware Reboot

System

Reboot

Reboots the operating system of your device

Perform reboot

3.6 Scheduled Tasks

SKW99 integrates the functions of crontab, and crontab supports the execution of some commands at a
certain interval time. The following is the specific use of this function:
(1) Access to router management interface through browser, click “System”>> “Scheduled Tasks”,and

enter scheduled tasks interface.Add the task and execution time,and click “submit”.

SL-18050049-V1.01 15/68
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B & B skyLAB - Scheduled Ta: % | 4+ — o 5
&« = O 6O (1) 192.168.1.1/cqi-bi tok=9ac7f0d0a 1 J18eal dmin/syste e = L =
SKYLAB | W0143.1.0 | Load: 0.02 0.17 0.10 Changes: {

Status Services Network Serial Logout

S\_ast_em Administration Software Startup - Scheduled Tasks LED. _Co_nf:guratiun Backup / Flash Firmware Reboot

Scheduled Tasks

This is the system crontab in which scheduled tasks can be defined.

pur magth
*/1)(14||* |* | *||/bin/ls /etc »> /root/111.txt
& x X —

it Jay eek

D Reset | Submit

(2) Add a new task, then restart the crond. The following is the way to restart the crond process. Click

"System" >>"Startup”, then click the "Restart" corresponding to crond.

SKYLAB | W0143.1.0 | Load: 0.08 0.03 0.05 Changes: 0

Status Services Network M Serial

System Administration Software Startup Scheduled Tasks LED Configuration Backup / Flash Firmware Reboot

Initscripts

You can enable or disable installed init scripts here. Changes will applied after a device reboot.
Warning: If you disable essential init scripts like "network"”, your device might become inaccesable!

Start priority Initscript Enable/Disable Restart Stop
5 defconfig 1) Enabled |l Start = Restart *|Stop
5 luci_fixtime I Enabled |4 Start = Restart x|Stop

10 boot (L Enabled () Start &' Restart *|Stop
11 ubus () Enabled () Start £ Restart »|Stop
20 network I.J Enabled |2 Start = Restart = |Stop
39 usb () Enabled (& start ' Restart x |Stop
45 firewall (2 Enabled (& start  Restart *|Stop
50 cron (& Enabled (D start 2 xStop
50 dropbear (2 Enabled (& start ' Restart *Stop
50 mjpg-streamer I Enabled || Start =/ Restart x|Stop
50 qos () Enabled [ Start = Restart = |Stop
50 radvd (J Enabled () Start £ Restart *|Stop
B Laloak (L Enabled () Start ' Restart = |Stop

http://192.168.1.1/cgi-bin/lucistok=9acTi0d0a e0dScT 753 18eabTedSdS0/admin/system/startup © Enabled st & Rostarl RiSton |

3.7 Set up Boot Startup Item

SKW99 supports users to set up boot itself starting items. The following is to set the operation:
(1) Access to router management interface through browser, click “System”>>“Startup”. In Local Startup

box, add the script you need to execute when you boot up, and click "Submit".
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SKYLAB | W0143.1.0 | Load: 0.08 0.03 0.05

Status |  System Services Metwork

System Administration Software © Startup Scheduled Tasks LED Configuration Backup / Flash Firmware Reboot

Initscripts

You can enable or disable installed init scripts here. Changes will applied after a device reboot.
Warning: If you disable essential init scripts like "network"”, your device might become inaccesable!

Start priority Initscript Enable/Disable Restart

5 defeonfig ) Enabled ' Restart
5 luei_fixtime () Enabled = Restart
10 boot LJEnabled = Restart
11 ubus LI Enabled = Restart

Local Startup

This is the content of /etc/rec.local. Insert your own commands here (in front of ‘exit 0') to execute them at the end of the boot process,

# Put your custom commands here that should be executed once
¢ the system init finished. By default this file does nothing.
mkdir -p */tmp/hellof

lexit @

@ Reset | Submit

Powered by LuCI 0.11.1 Release (0.11.1)

(2) For the startup script listed in “Initscripts”, they will boot as default during startup. Click the

corresponding "enable" to make it no longer boot.

SKYLAB | W0143.1.0 | Load: 0.08 0.03 0.05

Status System Services Metwork

System Administration Software Startup Scheduled Tasks LED Configuration Backup / Flash Firmware Reboot

Initscripts

You can enable or disable installed init scripts here. Changes will applied after a device reboot.
Warning: If you disable essential init scripts like "network", your device might become inaccesable!

Start priority Initscript Enable/Disable Restart

5 defconfig (2 Enabled (G start ' Restart *|Stop

5 Juci_fixtime (2 Enabled (& start ' Restart *|Stop
10 boot () Enabled (&) Start = Restart »|Stop
11 ubus () Enabled () start = Restart »|Stop
20 network JEnabled & start = Restart *|Stop
39 usb I Enabled (5 Start ' Restart *|Stop
45 firewall I Enabled (& start ' Restart #]Stop
50 cron (2 Enabled Qi Start = Restart #|Stop
50 dropbear 12 Enabled (Ol Start £ Restart =|Stop
50 mjpg-streamer @ Enabled @ start = Restart = |Stop
50 qos (@ Enabled | 1 D start i~ Restart xStop
50 radvd /D Enabled [ Start ' Restart x|Stop
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3.8 Setting System Time

SKW99 default setting time zone is UTC, enabling NTP to automatically get time via networking.The
following methods are introduced for the modification of the system time:

(1) Access to router management interface through browser, click “System”>>“System”.

. If you click “Local Time">>“Sync with browser”,the system will synchronize to local time.

@). Click the box corresponding to "Timezone" to select the time zone you need.

3. Select "Enable NTP client" to support the time corresponding to the "8888" synchronization system
after networking.

@. Click “Save & Apply"to complete the system time modification.

SKYLAB | W0143.1.0 | Load: 0.08 0.03 0.05 | Auto Refresh: Changes: 0

Status System Services MNetwaork Serial Logout

System ; Administration Software Startup  Scheduled Tasks  LED Configuration  Backup / Flash Firmware Reboot

System

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

General Settings

Local Time Tue May 8 07:07:00 2018 (1] Sync with browser

Hostname [gKYLAB ]

Timezone [ uTc v |

Time Synchronization

Enable NTP client :

Provide NTP server O

NTP server candidates 0.openwrt.pool.ntp.org
1.openwrt.pool.ntp.org
2.openwrt.pool.ntp.org
3.openwrt.pool.ntp.org

(2) Add: select "Provide NTP server", click "Save & Apply", restart the system, SKW99 will turn on the

NTP server.
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Time Synchronization

Enable NTP client
Provide NTP server O
NTP server candidates |0.openwrt.pool.ntp.org

1.openwrt.pool.ntp.org
2.openwrt.pool.ntp.org
|3.o0penwrt.pool.ntp.org

EFEE

DReset ()Save [JSave & Apply

3.9 Management Software Package

SKW supports the extension of the software package, and also supports users to delete the software
packages they do not need. But it is not recommended to delete, so as not to cause other problems.Here

are some ways to add software packages and delete packages:

3.9.1 Add Software Package

Note: when adding software packages, ensure that modules are connected to network.
(1) Access to router management interface through browser, click “System”>> “Software” >>

“Configuration”, and view the source address by the software package.

SKYLAB | W0143.1.0 | Load: 0.00 0.01 0.05 Changes: 0

Status Services Network W Serial

System Administration Software Startup Scheduled Tasks lLED Ccnﬂguratlonl Backup / Flash Firmware Reboot

OPKG-Configuration

Configuration | 2

src/gz wireless_router http://downloads.openwrt.org/attitude_adjustment/12.89/ar71xx/generic/packages
dest root / -
dest ram /tmp

lists_dir ext /var/opkg-lists

lopticn overlay_root /overlay

D Reset LJSubmit

(3) Click "Actions" and go back to the software interface. Click "Update lists" and wait for a moment. The

following two methods of software installation are introduced.
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SKYLAB | W0143.1.0 | Load: 0.02 0.02 0.05 Changes: 0

System § Services Network M Serial

System  Administration | Software | Startup  Scheduled Tasks  LED Configuration  Backup / Flash Firmware  Reboot

Software

Actions| -
Downleading http://downloads.cpenwrt.org/attitude_adjustment/12.89/ar71xx/generic/packages/Packages.gz.
Updated list of available packages in /var/opkg-lists/wireless_router.

Free space: 95% (6.89 MB)
(|

(4) Method 1: after the update finished, click "Available packages" to appear the package that can be

added by A-Z. Select the package you want to add, click "Install" to complete the installation.

Status
Available packages
= T
Package name Version Description
Install taglib 1.6.3-2 Audio output library
Install taglibe 1.6,3-2 Audio output library
Install tar 1.23-1 Tar is a program for packaging a set of files as a single archive In tar format.
Install taskwarrior 2.0.0-1 taskwarrior is a command-line todo list manager
TAYGA is an out-of-kernel stateless NAT&4 implementation for Linux. It uses the TUN driver to exchange packets

Install tayga 0.9.2-1

with the kernel, which is the same driver used by OpenVPN and QEMU/KVM.

Install tc 3.3.0-1 Traffic control utility

Tel (Tool Command Language) Is a very powerful but easy to learn dynamic programming language, suitable for
a very wide range of uses, including web and desktop applications, networking, administration, testing and many

ustall 4] B more. Open source and business-friendly, Tcl Is a mature yet evolving language that is truly cross platform,
! easily deployed and highly extensible.

Install tcpdump 4.2.1-3 Network monitoring and data acquisition tool

|Install tepdump-mini 4.2.1-3 Network monitoring and data acquisition tool (minimal version)

TCPSER turns a PC serlal port into an emulated Hayes compatible modem that uses TCP/IP for Incoming and
outgoing connections. It can be used to allow older applications and systems designed for modem use to operate

(4) Method 2: after the update completed, enter the name of the software package to be installed in the

"Download and install package" input box, click "OK", and complete the installation.

Actions

Installing luci-ilsn-chinese (8.11.1-1) to root...
Downloading http://downloads.openwrt.org/attitude_adjustment/12.89/ar71xx/generic/packages/luci-il8n-chinese_©.11.1-1_ar71lxx.ipk.
Configuring luci-il18n-chinese.

Free space: 95% (6.86 MB)
[ |

Download and install package: [luci-i18n-chinese | @oK

Filter: [ | |alFind package
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3.9.2 Delete Software Packages

(1) As with the initial steps of increasing the software package, it comes to the software management
interface. In the list of "Installed packages", select the packages you want to delete and click "Remove" to

complete.

SKYLAB | W0143.1.0 | Load: 0.05 0.06 0.05 Changes:

Status System Services Network Serial Logout

System  Administration | Software  Startup  Scheduled Tasks LED Configuration Backup / Flash Firmware Reboot

Software

Actions

Free space: 95% (6.86 MB)
(|

Download and install package: | @0OK

Filter: | \dFind package

Status

Installed packages

4 Package name Version
Remove | 3gmain 1 |
Remove base-files 117-r37758
Remove bridge 1.5-1
Remove busybox 1.19.4-6
Remove chat 2.4.5-8
Remove comgt 0.32-21
Remove ddns-scripts 1.0.0-21

3.10 Close a Process

SKW99 supports users to close a process while the system is running. The following are the specific
methods of operation:
(1) Enter the module management interface through the browser, click “Status”>>“Processes”, in the

process list interface, select the process to close and click "Kill" to complete the shutdown.
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SKYLAB | W0143.1.0 | Load: 0.09 0.05 0.05 Changes: 0

Status System Services Serial Logout

Qverview Firewali Routes System Log Kernel Log Processes | Realtime Graphs

Processes

This list gives an overview over currently running system processes and their status.

PID Owner Command CPU usage (%) Memory usage (%) Hang Up Terminate Kill
1 root init 0% 1% ' Hang Up = |Terminate &3 Kill
2 root [kthreadd] 0% 0% = Hang Up x|Terminate & Kill
3 root [ksoftirgd/0] 0% 0% & Hang Up = |Terminate & Kill
5 ract [kworker/u:0] 0% 0% & Hang Up = |Terminate & Kill
6 root [khelper] 0% 0% ' Hang Up x|Terminate & Kill
7 root [kworker/u:l] 0% 0% ' Hang Up @ |Terminate & Kill
20 root [irg/10-ath79-gp] 0% 0% & Hang Up = |Terminate & Kill
&6 root [sync_supers] 0% 0% & Hang Up = |Terminate @ Kill |:
68  root [bdi-default] 0% 0% ' Hang Up [x ] Terminate] & Kill
70 roct [kblockd] 0% 0% = Hang Up = |Terminate & Kill
104  root [kswapdo] 0% 0% = Hang Up @ |Terminate & Kill
153 root [fsnotify_mark] 0% 0% ' Hang Up = |Terminate & Kill
158 root [erypto] 0% 0% & Hang Up @ |Terminate & Kill
168 root [ath79-spi] 0% 0% = Hang Up @ |Terminate & Kill
179  root [mtdblocko] 0% 0% &' Hang Up = |Terminate & Kill
184  root [mtdblock1] 0% 0% = Hang Up = |Terminate @ Kill |

3.11 Interface between Chinese and English

The default Web interface of SKW99 is in English, but it supports switching between Chinese and English.
The following is the method of switching:

(1) Access to router management interface through browser, click “System”>>“System”.Click “Language
and Style”, In the corresponding box of "Language”, select the language you want. Click "Save & Apply" to
complete the switch.

Note: if there is no Chinese option in the interface, please refer to the "add and drop software package"

and the Chinese language package is luci-i18n-chinese.

SKYLAB | W0143.1.0 | Load: 0.01 0.04 0.05 | Auto Refresh: Changes: 0

Status System Services Network Serial

System J\dlmlnlstratlun Software Startup Scheduled Tasks LED Configuration Backup / Flash Firmware Reboot

Sysfem

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

Language and Style

Language
. English
Design chinese

Time Synchronization

Enable NTP client ]

Provide NTP server O

NTP server candidates |0.agenwn_gool.ntg.orq

1.openwrt.pool.ntp.org
2.openwrt.pool.ntp.org
3.openwrt.pool.ntp.org

D Reset (JSave [U)Save & Apply
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3.12 Management System Log

SKW99 provides system log management, the default log cache size is 16kb, the default output level is
Debug (detailed information for recording development information), and the default scheduling task log
level is 8 (detailed output log information).The following is the way to modify the system log configuration:
(1) Access to router management interface through browser, click “System” >> “System” >> “Logging”,
and modify the corresponding configuration parameters. Click on "Save & Apply" and the system will take

effect after reboot.

SKYLAB | W0143.1.0 | Load: 0.06 0.04 0.05 | Auto Refresh: Changes: 0

Services Network Logout

T
System | Administration  Software  Startup  Scheduled Tasks  LED Configuration  Backup / Flash Firmware  Reboot

Sy§fem

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

Legging

System log buffer size

External system log server

External system log server port

Log output level

Cron Log Level

Time Synchronization

Enable NTP client

Provide NTP server O

NTP server candidates [0.openwrt.pool.ntp.org %]
[1.openwrt.pool.ntp.org x|
[Z.openwrt.pool.ntp.arg =]
[3.openwrt.pool.ntp.org i3

DReset (Save [)Save & Apply

3.13 Managing Remote Access
SKW99 provides an integrated SCP server and SSH based shell access. The default open port is 22, and
users can log in with the system password by using root account. The following will introduce the

management methods of SSH:
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(1) Access to router management interface through browser, click “System” >> “Administration”.In the
"SSH Access" , set the login parameters. After configuring, click "Save & Apply" to complete configuration
management.

SKYLAB | W0143.1.0 | Load: 0.01 0.03 0.05 Changes: 0 8

Status System Services Network Serial Logout

System Administration Software Startup Scheduled Tasks LED Configuration Backup / Flash Firmware Reboot

Router Password

e

Interface C . [
O lan: &

O wan: g2

O wwan: @

® unspecified

@ usten only on the given Interface or, If unspecified, on all

Port 22 ]

@) specifies the listening port of this Dropbear instance
Password authentication ) Allow 55H password authentication
Allow root logins with password 1@ Allow the root user to login with password
Gateway ports O 1@ allow remote hosts to connect to local S5H forwarded ports
_JAdd
SSH-Keys

Here you can paste public SSH-Keys (one per ling) for SSH public-key authentication.

@Reset (@Save |[3Save & Apply

4 Network Configuration

4.1 Modify the LAN IP Address

The default IP address of SKW99 is 192.168.1.1, but it may conflict with other router IP in the process of
use. At this point, we need to modify the IP address on the module.

Note: after modifying the LAN address IP, you need to use the modified IP address when you login again.
(1) Access to router management interface through browser, click “Network” > “Interface”.On the Network

Interface,Click the "Edit" for the LAN port. Enter the LAN configuration interface.
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SKYLAB | W0143.1.0 | Load: 0.00 0.01 0.05 | Auto Refresh: Changes: 0

Services Serial

Interfaces | Wifi Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS  CenfigdG(4G must enabled)

Interfaces

Interface Overview

Network Status

Uptime: 1h 5m 40s
LAN MAC-Address: 00:03:7F:11:20:CF
2 () RX: 2.33 MB (14232 Pkis.)
br-lan TX: 6.09 MB (12404 Pkts.)
IPv4: 192.168.1.1/24

WAN Uptime: Oh Om 0s
. MAC-Address: 00:03:7F:11:20:CE
= RX: 0.00 B (0 Pkts.)
TX: 0.00 B (0 Pkts.)

(2)Click “General Setup”(by default, has entered the corresponding interface),Modify the IP address and

click "Save & Apply".When the network is stable, login with the modified IP address.
WAN  WWAN | LAN

Interfaces - LAN

On this page you can configure the netwerk interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network
interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR (e.g.: ethe.1).

Common Configuration

General Setup

Status Uptime: 1h 7m 43z
++ MAC-Address: 00:03:7F:11:20:CF
 RX: 2.36 MB (14528 Pkts.)
brelan Tx: .18 MB (12684 Pkts.)
IPv4: 102.168.1.1/24
Protocol [Static address V]
1Pvd address [192.168.1.1 |
IPv4 netmask [255.255.255.0 ]

1Pv4 gateway | |

DHCP Server

General Setup

Ignore interface [ @ pisable DHCP for this interface.
Start [100 |

) Lowest leased address as offset from the network address.
Limit [150 |

© Maximum number of leased addresses.

Leasetime [12h
(%] Expiry time of leased addresses, minimum is 2 Minutes (2m).

DReset & Save | [0Save & Apply

Powered by LuCI 0.11.1 Release (0.11.1)

4.2 Static IP

SKW99 supports to bind the MAC address and IP, so that the IP address of the device is fixed. The

following are the specific methods of operation:
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(1) Access to router management interface through browser, click “Network”>>“DHCP and DNS”.

Configure at the bottom of the page at Static Leases.

SKYLAB | W0143.1.0 | Load: 0.00 0.01 0.05 | Auto Refresh: Changes: 0 |

Services Serial ‘

Interfaces  Wifi  Switch |DHCP and DNS | Hostnames  Static Routes  Firewall Diagnostics QoS  Config4G(4G must enabled)

DHCP and DNS

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for NAT firewalls |

Server Settings

(2) At the static IP, click "Add", appear the configuration input box, fill in the host name, select or enter the

MAC address, select or enter the IP address.

Static Leases

Static leases are used to assign fixed IP addresses and symbelic hestnames to DHCP clients. They are alse required for non-dynamic interface cenfigurations where only hosts with a
corresponding lease are served.

Use the Add Button to add a new lease entry. The MAC-Address indentifies the host, the IPvd-Address specifies to the fixed address to use and the Hostname is assigned as symbeolic
name to the requesting host

Hostname MAC-Address IPv4-Address
\[hello_my_pc ~| x|Delete
I “IAdd 88:25:93:5¢:27:84 (192.168.0.1)
: ) 68:7:28:98:ad:fe (192.168.1.226)
54:e1:ad:24:ac:03 (192.168.1.163)
- custom -- f
DReset (@Save Save & Apply

Powered by LuCI 0.11.1 Release (0.11.1)

Hostname MAC-Address IPv4-Address

[hetio_my_pc |[54:e1:ad:24:ac:03 (192.168.1.163) ~|[192.168.1.188 ~] = |Delete
[ JAdd

(3) For the above figure, the corresponding network address assignment for host “hello_my_pc” is as

follows:

SL-18050049-V1.01 26 /68



SKYLAB

Simplify Your Syst
impliy Your:System SKW99 EVB User Manual

Skylab M&C Technology Co.,Ltd Model:SKW99

PIESIERSFRER pe
RISRIEIEIHRIEE(D):

B 18

EEIEEEY DNS 528 lan

iR Realtek PCle GBE Family Controller

PEEHE | 54-E1-AD-24-AC-03

BiSH DHCP =

P it

IPv4 FRa1Ee3 2552552550 e

TASFELIRYETE] 20185F5H8H 15:49:55

FELARTHAROR A 201855H9H 3:49:54

IPv4 BRIA RIS 192.168.1.1 E

IPv4 DHCP iR5338 192.168.1.1

IPv4 DNS iRSS28 192.168.1.1

IPv4 WINS R3S 85

BEfEH NetBIOS over Tcpip £

EEIE-ARHE IPv6 tiht fe80:511:812b:ed9e:993c%4

IPv6 BRIARI

IPv6 DNS ARSS28

|

4.3 Network Diagnostic Tool

SKW99 provides 3 network diagnostic tools, namely Ping , Traceroute and Nslookup. The following are
the use of these three tools:
(1) Access to router management interface through browser, click “Network” >> “Diagnosis”, enter the

network diagnosis interface.

SKYLAB | W0143.1.0 | Load: 0.00 0.03 0.05

Status System Services Logout

Interfaces  Wifi  Switch  DHCP and DNS'  Hostnames  Static Routes  Firewall | Diagnostics QoS ConfigdG(4G must enabled)

Diagnostics

Network Utilities

Ig@nwn.mq openwrt.org openwrt.org
[@Ping (@ Traceroute [ Nslookup

Install iputils-traceroutet for IPv6 traceroute
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(2) In the Ping corresponding input box, enter the IP or domain name to be detected. If IPv4 address is
detected, select IPv4; if IPv6 is detected, select IPv6. Click on "Ping" and wait for a moment. The result

will be displayed in the following box.

Network Utilities

[www.baidu.com : | [openwrt.org ] openwrt.org |
‘LPing (& Traceroute () Nslookup

Install iputils-tracerouteé for IPv6 traceroute

PING www_baidu.com (14.215.177.38): 56 data bytes

&4 bytes from 14.215.177.38: seq=8 ttl=55 time=13.257 ms
&4 bytes from 14.215.177.38: seq=1 ttl=55 time=18.462 ms
&4 bytes from 14.215.177.38: seq=2 ttl=55 time=65.416 ms
&4 bytes from 14.215.177.38: seq=3 ttl=55 time=d44 887 ms
64 bytes from 14.215.177.38: seq=4 ttl=55 time=59.694 ms

== www.baidu.com ping statistics ---
5 packets transmitted, 5 packets received, % packet loss
round-trip min/avg/max = 13,257/48,343/65.416 ms

(3) In the Traceroute corresponding input box, enter the IP or domain name to query, click "Traceroute",

and wait for the result.

SKYLAB | W0143.1.0 | Load: 0.00 0.03 0.05 Changes: 0

System Services Network

Interfaces  WIifi  Switch  DHCP and DNS  Hostnames  Static Routes  Firewall =~ Diagnostics QoS  ConfigdG(4G must enabled)

Diagnostics

Network Utilities

'www.baidu.com Iw_ww.csdn.net 1 |omnwn.orq
[@Ping (G Traceroute (4 Nslookup

Install iputils-tracerouteé for IPv6 traceroute

traceroute to www.csdn.net (47.95.164.112), 3@ hops max, 38 byte packets
1 -

2
3 *
4

(4) In the Nslookup input box, enter the domain name and click "Nslookup". Find the IP address

corresponding to the domain name.

SL-18050049-V1.01 28 /68



SKYLAB

Simplify Your Syst
implily Your:System SKW99 EVB User Manual

Skylab M&C Technology Co.,Ltd Model:SKW99

SKYLAB | W0143.1.0 | Load: 0.00 0.03 0.05 Changes: 0 |8

Status Services

Interfaces Wifi Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS Config4G(4G must enabled)

Diagnostics

Network Utilities

www.baidu.com | [www.csdn.net openwrt.org
HPing [J Traceroute GiNslookup | -

Install iputils-traceroute6 for IPv6 traceroute

Server: 127.0.0.1
Address 1: 127.9.8.1 localhost

Name: openwrt.org
Address 1: 2a83:b8c@:3:d@::1afl:1 wiki-8l.infra.lede-project.org
Address 2: 139.5%.209.225 wiki-81l.infra.lede-project.org

4.4 Configuring DHCP

SKW99 supports user configuration parameters of DHCP server, such as: IP address range, lease time,
etc.The following are the specific methods of operation:

(1) After entering the management interface through the browser, click “Network” >> “Interface”. In the
network interface status interface, click LAN corresponding "Edit" to enter the LAN management

interface.

SKYLAB | W0143.1.0 | Load: 0.00 0.01 0.05 | Auto Refresh: Changes: 0 ]

Status System Services Serial Logout

Interfaces | Wifi Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS ConfigdG(4G must enabled)

Interfaces

Interface Overview

Network Status

Uptime: 1h 5m 40s
LAN MAC-Address: 00:03:7F:11:20:CF
2 () RX: 2.33 MB (14232 Pkis.)
br-lan TX: 6.09 MB (12404 Pkts.)
IPv4: 192.168.1.1/24

WAN Uptime: Oh Om 0s
MAC-Address: 00:03:7F:11:20:CE & 2

| Edit #] Delete

= RX: 0.00 B (0 Pkts.)
ethl TX: 0.00 B (0 Pkts.)

(2) On the LAN management interface, the address and netmask of IPv4 determine the network number
of LAN.In DHCP Server, configure the initial IP address, the number of IP addresses allocated, and the

rental time.After the configuration completed, click "Save & Apply" to make the configuration effective.
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WAN  WWAN | LAN

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network
interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR (e.g.: ethe.1).

Common Configuration

General Setup

Status Uptime: 1h 28m 15s
v» MAC-Address: 00:03:7F:11:20:CF
" RX: 2.84 MB (17724 Pkts.)
brlen . g 75 MB (15152 Pkts.)
IPv4: 192.168.1.1/24
Frotocol [Static address ]
IPv4 address [192.168.1 1 ]
1Pv4 netmask [255.255.255.0 ~]

DHCP Server

General Setup

Ignore interface O Lij Disable DHCP for this interface.

Start [100 |
) Lowest leased address as offset from the network address.

Limit [150 |

@) Maximum number of leased addresses.

Leasetime [12h ]
&) Expiry time of leased addresses, minimum is 2 Minutes (2m).

D Reset @ Save [DSave & Apply

Powered by LuCI 0.11.1 Release (0.11.1)

4.5 Disable / Enable Dynamic DHCP Dynamic

In small network environment, in order to manage and monitor the communication of devices, the
dynamic DHCP will be turned off and the static IP will be used. The following is an introduction to the
operation of closing the dynamic DHCP.

Note: after closing the dynamic DHCP, the device can only get the IP address through the static IP.
(1) After entering the management interface through the browser, click “Network” >> “Interface”. In the
network interface status interface, click LAN corresponding "Edit" to enter the LAN management

interface.

SL-18050049-V1.01 30/68



SKYLAB

Simplify Your Syst
implily Your:System SKW99 EVB User Manual

Skylab M&C Technology Co.,Ltd Model:SKW99

SKYLAB | W0143.1.0 | Load: 0.00 0.01 0.05 | Auto Refresh: Changes: 0

Status System Services Network

Interfaces | Wifi Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS ConfigdG(4G must enabled)

Interfaces

Interface Overview

Network Status Actions

Uptime: 1h 5m 40s
LAN MAC-Address: 00:03:7F:11:20:CF
() RX: 2.33 MB (14232 Pkis.)
br-lan TX: 6.09 MB (12404 Pkts.)
IPv4: 192.168.1.1/24

WAN Uptime: Oh Om 0s
. MAC-Address: 00:03:7F:11:20:CE
L RX: 0.00 B (0 Pkts.)
TX: 0.00 B (0 Pkts.)

(2) In the DHCP Server configuration at the bottom of the LAN configuration page, Click “Advanced
Settings”, The "Dynamic DHCP" is not selected, which means that the dynamic DHCP is disabled. Select
it to indicate the start of dynamic DHCP. Click "Save & Apply" to complete the configuration.

DHCP Server

Advanced Settings

Dynamic DHCP M@ Dynamically allacate DHCP addresses for clients. If disabled, only clients having static leasas will be
served.
Force j L‘ﬂ Force DHCP on this network even if another server is detected.

IPv4-Netmask [
LJ COverride the netmask sent to clients. Normally it is calculated from the subnet that is served.

DHCP-Options | | ]
) Define additional DHCF options, for example "6,192.168.7.1,192.168.2.2" which advertises different
DNS servers to clients.

(D Reset (JSave [J)Save & Apply

4.6 Configuring IPv4 Static Routing

Static routing refers to the routing configured by users or network administrators. It is generally applicable
to a relatively simple network environment. In such an environment, network administrators are easy to
understand the topology of the network clearly and facilitate the setting of correct routing information.

In the following network topology, R2 is the next level routing of R1, when the routing tables of R1 and R2
are shown as below, and R2 has a route to R1, while R1 has no routing to R2 (the visual representation is
that R1ping is not through R2, as shown in Figure 3). We need to configure the static routing of R2 on R1

so that hosts R1 and R2 can communicate with each other.
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192.168. 8.1/24 192.168.1.1/24

30f8e5f3755a8d2644d7634ac9ct755/admn ¥

£ O Q M 192.168.1.1/cgi-bin/luci/stok=2

=anieleli

S~ ik Ql m P
i @ tmes B xams M ispee [ sores D B O Sam Posiem
{YLAB | WOD146.1.0 | Load: 0.27 0.18 0.08

Status System

Changes:
Services 5 Network § Serial Logout
Overview  Firewall Routes System Log Kernel Log  Processes  Realtime Graphs

Routes

The following rules are currently active on this system.

ARP
IPv4-Address MAC-Address Interface
152.168.8.1 00:03:7f:11:20:cf etho
192.168.1.188 54:el:ad:24:ac:03 br-lan
Active IPv4-Routes
MNetwork Target IPv4-Gateway Metric
wan 0.0.0.0/0 192.168.8.1 1]}
lan 192.168.1.0/24 0.0.0.0 0
wan 192.168.8.0/24 0.0.0.0 1]}

Figure1: Routing table of R2

[3 SKYLAB - Routes - LuC X &

) \g—| —
“— C | G 192.168.8.1/cgi-bin/luci/;stok=66b3%a 4463 ¢ imin/s s/ tes/

SKYLAB | W0143.1.0 | Load: 0.07 0.04 0.05

=4
Change
Status Services MNetwork Logout
Overview Firewall Routes System Log Kernel Log Processes Realtime Graphs
Routes
The following rules are currently active on this system
- ARP
IPv4-Address MAC-Address Interface
192.168.8.138 00:03:7f:11:20:ce br-lan
192.168.8.226 68:f7:28:98:a4:fe br-lan
Active IPv4-Routes
1 T + IPya-G. Met:
kil 3 ¥
lan 192.168.8.0/24 0.0.0.0 0

Figure2: Routing table of R1

[ SKYLAB - Diagnostics - X -
= e i v . LS
¢ cloFes pin/luci/stok-56b39a 1287005 7f/admin/network/diagnostics B s [
SKYLAB | W0143.1.0 | Load: 0.03 0.02 0.05

System Services

Changes: 0
Network

Interfaces  Wifi Switch DHCPand DNS  Hostnames  Static Routes  Firewall Diagnostics | QoS Config4G(4G must enabled)
Diagnostics

Network Utilities

[ping 192.168.1.1 fopenwrt org [openwrt.org
BiFing

[@Traceroute [EINslookup

Install iputils-traceroute6 for IPv6 traceroute

Figure3: On the router R1, ping the gateway of the router R2

The following is the configuration of static routing on R1:
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(1) Click “Network” >> “Static Routes”, Come to the configuration interface of the static routing. In the
"Static IPv4 Routes" configuration box, click ’Add”.A static configuration box appears and input
configuration information. In the example, the interface to the 192.168.1.0/24 segment is LAN, and the

corresponding IP address is 192.168.8.138. after completion, then click "Save & Apply".
SKYLAB | W0143.1.0 | Load: 0.00 0.02 0.05

Status f§ System J| Services |Network | || serial

Interfaces  WIifi  Switch  DHCP and pns' Hostnames = Static Routes | Firewall Diagnostics QoS | Config4G(4G must enabled)

Routes

Routes specify over which interface and gateway a certain host or network can be reached.
Static IPv4 Routes
Interface «| Target IPv4-Netmask IPva-Gateway Metric

Host-1P ar Netwark If target Is a netwaork

[ian ~|[9z168.1.0 |E55.255.255.255 |[192.166.6.138 500 ] |%IDelete
| F)Add

Static IPv6 Routes

Interface +] Target IPv6-Gateway Metric

IPvE-Address or Network (CIDR)

This section contains no values yet

@ Reset () Save USave & Apply

(3) Look at the routing configuration on R1 at this time, as below:

Network Target IPv4-Gateway Metric
lan 192.168.1.0/24 192.168.8.138 (1]
lan 192.168.8.0/24 0.0.0.0 0

Figure 1: routing table of R1 after configuring static routing

[J SKYLAB - Diagnostics X Wi NN DR - - - = : - )

& C | ® F=== | 192.168.8.1/cgl-bin/luci/;stok=66 7bdel7e34d8

KYLAB | W0143.1.0 | Load: 0.10 0.05 0.03

b38446387f/admin/network/diagnostics/ r

Status System Services Network Senal
Interfaces  Wifi _ Switch  DHCP and DNS _ Hostnames  Static Routes  Firewall | Diagnostics | QoS  ConfigdG(4G must enabled)
Diagnostics

-~ Network Utilities

(1821681 1 lopenwrt.org lepenwrt.org
& Ping [ElTraceroute ENslockup

nstall iputils-tracercutes for IPv6 traceroute

PING 192 168.1.1 (192 168 1. 1): 56 data b
64 bytes from 192 168, 1.1: seq=0 t1l=6d t
6e bytes from 192 168.1.1: seq=l t1l=6d t
6d bytes from 192,168, 1.1: seq=2 111=64 1
6 bytes from 192,169, 1. 1: seq=3 111=64 1
64 brtes from 192.168.1.1: seg=4 tt1=84 time=0.433 mz

--- 192.1B8.1.1 ping statistics —-—
S packets transmitted, 5 packets received, 0% packet loss |
round-trip min/ave/max = 0. 3B6/0. 465/0. 650 ms

Figure 2: Ping detection information on R1 after configuring static routing

SL-18050049-V1.01 33/68



SKYLAB

Simplify Your Syst
implily Your:System SKW99 EVB User Manual

Skylab M&C Technology Co.,Ltd Model:SKW99

4.7 Configuring VLAN

VLAN is a relatively new technology, working on the second and third layers of the ISO reference model.
A VLAN is a broadcast domain, and the communication between VLAN is done through third layers of
routers. Compared with the traditional LAN technology, VLAN technology is more flexible. It has the
following advantages: the management cost of mobile devices, mobile devices, and modifications is
reduced, and broadcast activities can be controlled.

SKW99 supports VLAN configuration. The following example will be taken as an example 1 to introduce
specific operation methods.

Example 1: a LAN port is configured as a WAN port.

(1) After entering the management interface through the browser, click “Network” >> “Switch” and come to
the VLAN configuration interface. have only vlan1 as default, including the port1 to the port4 interface,

these four interfaces are 4 LAN ports. Click "Add" to add a new VLAN packet.

SKYLAB | W0143.1.0 | Load: 0.05 0.03 0.05 | Auto Refresh: on Changes: 0

System Services

Interfaces  Wifi Switch DHCP and DNS Hostnames  Static Routes Firewall Diagnostics Qo5  Config4G(4G must enabled)

Switch

The network ports on this device can be combined to several VLANs in which computers can communicate directly with each other. VLANs are often used to separate
different network segments. Often there is by default one Uplink port for a connection to the next greater network like the internet and other ports for a local network.

Switch "eth1" (QCA ARB327 AR3337}
Enable VLAN functionality

VLANs on "ethl” (QCA AR8B327 AR8337)

VLAN ID CPU Port 1 Port 2 Port 3 Fort 4

[[untagged  ~][untagged  ~][untagged  ~][untagged  ~~][untagged  ][off | [off ] |x|Delete

@ Reset (Save [ Save & Apply

(2) In the new VLAN packet, the following configuration is implemented, where off indicates that port is
not in VLAN, untagged indicates that the VLAN package does not make a mark, and tagged represents
VLAN packet marking. In the example, we divide port1 into vlan2, and the packages of two VLAN in CPU

are marked. When the configuration is finished, click "Save & Apply".
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VLANs on "ethl"” (QCA AR8327 AR8337)

VLAN ID cPU Port 1 Port 2 Port 3 Port 4 Port 5 Port 6
[1 ||tagged | [off ~|luntagged  ~<||untagged  “<|[untagged  -<||off | [off ~| | x]Delete
2 |[tagged ~~][untagged  ~|[off ] [off ~][off ] [off ~][off ] xDelete

[F)Add

DReset (JSave ii_-l Save & Apply

(3) Click "Interface" to the network status interface and click "Add new interface...".

SKYLAB | W0143.1.0 | Load: 0.18 0.11 0.08 | Auto Refresh: Changes: 0

System Services Legout

Interfaces | Wifi  Switch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS  Config4G(4G must enabled)

WAN  LAN

Interfaces

Interface Overview

Network Status Actions

Uptime: 1h 39m 485
MAC-Address: 00:03:7F:11:20:CF
RX: 3.08 MB (19582 Pkts.)

TX: 7.22 MB (16624 Pkts.)

IPv4: 192.168.1.1/24

Uptime: Oh Om 0s

MAC-Address: 00:03:7F:11:20:CE
RX: 0.00 B (0 Pkts.)

TX: 0.00 B (0 Pkts.)

Connect @ Delete

(4) In the new network interface configuration interface, the "Name of the new interface" input interface

name WAN2, "Cover the following interface" select "VLAN Interface:eth1.2", click “Submit”;

SKYLAB | W0143.1.0 | Load: 0.51 0.32 0.1 Changes: 0

System Services Legout

Interfaces Wifi Switch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS5  Config4G(4G must enabled)

Create Interface

Name of the new interface [WANZ |
") The allowed characters are: A-z, a-z, -9 and _

Protocol of the new interface [Stalic address \/|

Create a bridge or a bonding over multiple interfaces

Cover the following interface ' * Ethernet Adapter: "bond0"
4" Ethernet Adapter: "eth0" (wan)
4 Ethernet Adapter: "ethl" (lan)
I VLAN Interface: "eth1.1"
"V WLAN Interface: "ethl.2” z
& Wireless Network: Client "SKYLABD3"
* Custom Interface:

+|Back to Overview

Powered by LuCI 0.11.1 Release (0.11.1)
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(5) After submission, the page will jump to the network configuration interface of WANZ2, in "General

Setup", select "DHCP Client", click "Switch Protocol", and click "Save & Apply".

Interfaces | Wifi Switch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS  Config4G(4G must enabled)

WAN | (waN2|| LAN
1

Interfaces - WAN2

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network
interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR (e.g.: ethe.1).

Common Configuration
General Setup | &

Status ++»  MAC-Address: 00:00:00:00:00:00
~ RX: 0.00 B (0 Pkts.)
ethl2 TX: 0,00 B (0 Pkts.)

Protocel DHCP client [ ]

Really switch protocel? |5 Switch protocol

DHCP Server

Mo DHCP Server configured for this interface (&) setup DHCP Server

@ Reset (JSave | [ Save & Apply

Powered by LUCI 0.11.1 Release (0.11.1)

(6) After the submission, the following image interface will appear. If not, then click "WANZ2" to refresh
and go to the WAN2 configuration interface. Click "Firewall Settings", select "Wan" and click "Save &
Apply".

SKYLAB | W0143.1.0 | Load: 0.56 0.28 0.15 | Auto Refresh: Changes: 0

Status System Services Network

Interfaces = Wifi Switch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnestics QoS  Config4G(4G must enabled)

WAN | WANZ| | LAN

Interfaces - WAN2

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces" field and enter the names of several network
interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR (e.g.: ethe.1).

Common Configuration

Firewall Settings

Create / Assign firewall-zone o)

lan: lan: &
® ‘wan: wan: .

O unspecified -or- create: [:l

@ choose the firewall zone you want to assign to this interface. Select unspecified to remove the
interface from the associated zone or fill out the create field to define a new zone and attach the
Interface to it.

@Reset Save [JSave & Apply

SL-18050049-V1.01 36 /68



SKYLAB

Simplify Your Syst
impliy Your:System SKW99 EVB User Manual

Skylab M&C Technology Co.,Ltd Model:SKW99

(7) The physical interface of the LAN port is eth1 by default, and we need to reconfigure it here.Click
"LAN", enter the LAN interface configuration interface, click "Physical Settings", select "VLAN

Interface:eth1.1". Click "Save & Apply".

AB | W0143.1.0 | Load: 0.20 0.25 0.15 | Auto Rel

Status System Services Network

Interfaces | Wifi Switch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostice QoS  Config4G(4G must enabled)
WAN _ WAN2 | LAN |

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network
interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR (e.g.: ethe.1).

Common Configuration

Physical Settings |

Bridge interfaces o (@ creates a bridge over specified interface(s)
Enable STP 1@ Enables the Spanning Tree Protocal an this bridge

Interface .~ Ethernet Adapter: "bond0”
4" Ethernet Adapter: "eth0" (wan)
T Ethernet Switch: "ethl” (lan)

' VLAN Interface: "eth1.1"

‘WLAN Interface: "ethl1.2" (WAN2)

=
¥ Wireless Network: Client "SKYLABO3"
-* Custom Interface:

DHCP Server

@ Reset &1Save (Ol Save & Apply

Powered by LuCI 0.11.1 Release (0.11.1) v

Restart the system, see the "Reboot system"

(8) Test: The following is the printing information that | use the ifconfig command after | connect to the

serial port.

@ serial-COMS - SecureCRT | 2
EAEF)  WEHE) MO0 SEEO) R BEES) Ty wmanc) :
prsjbes N RS <] - R T . o> SR -

- Serial-COMS 1

UP BROADCAST MULTICAST MTU:1500 Metric:l
RX packers - d:0 overruns:0 frame:0
T®_packet d:0 overruns:0 carrier:o
collisions:
rx bytes:0 (0.0 B) T™ bytes:0 (0.0 B)
INterrupt:
ethl Link encap Ethﬁrne( nwaaar 00:03:7F:11:20:CF
inets addr FFff:fell:20cf /64 Scope:Link
U snoADcAsT RONNENG MULTICAST T2 500 Metric Tt
RX packets:4753 err dropped:0 overruns:0 frame:o
™ acket - dropped:0 overruns:0 carrier:0
collisions:0 T
RX bytes: (643.9 kigd ™ bytes:382197 (373.2 kisd
INnterrupt:5
ethli.1 Link encap:Ethernet Hwaddr 00:03: 20:
UP BROADCAST RUNNING MULTICAST Mru 1500 Metrie:l
132 = dropped : overruns:0 frame:0

dropped : AP R i £ G R O

=y
RX bytes: 24082 (2.1.8 8 K!B) TX byrtes:276208 (269.7 kiB)

e«thi. 2 Link encap:Ethernet Hwaddr 00:03:7F:11:20:CF
inet addr:192.168.1.159 Bcast:192.168.1.255
inets addr: feB0::203:7 L'l
UP BROADCAST RUNNI

:255.255.255.0

G =
RX packers:3424 errors:0 dropped:0 overruns:o 0
TX_packet 456 errors:o drnpped O overruns:0 c r:o
collisdic 0 txqueuslen

LS Tes arze (341.5 KiE) TX bytes:99493 (97. iB)

Ta Link encap:
inet addr:i Mask:255.0.0.0
inets addr R Scope:HOsST
U LOOPEACK RLINNINC MTU:16436 Metric:1

Luuoback
O.

R packers 449 errors:0 dropped:0 overruns:0 frame:o
? ckers:449 errors:0 dropped:0 overruns:0 carrier:0

rnl isions:0 tx unue1en:

R to— 131057 3 kia) T bytes:31057 (320.3 kis)

Foar@sKY AR Se
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4.8 Firewalls Configuration

Firewall, known as the protection wall as well, is a network security system between the internal
network and the external network. SKW99 supports users to configure firewall rules according to their
needs.

Note: Non-professionals, please do not casually modify the firewall rules.

4.8.1 Firewall Basic Configuration

The basic configuration capabilities include:
® Whether or not to open the SYN-Flood defense, open by default;
@ Whether to discard useless bags and not discarded by default;
® Lan/Wan port Input chain, Output chain, Forward chain processing and so on.
(1) After entering the management interface through the browser, click “Network” >> “Firewall”. By
default, it has entered "General Setting". You can also click on "General Setting" to enter.In this interface,

do the basic configuration of the firewall.

M EmEEmErTen em

Interfaces  Wifi  Switch DHCP and DNS  Hostnames  Static Routes | Firewall | Diagnostics QoS  Config4G(4G must enabled)

General Settings Port Forwards  Traffic Rules Custom Rules

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.

General Settings

Enable SYN-flood protection
Drop invalid packets O
Input [accept ~|
Output [accept V]
Forward |rejec'( \/|
Zones
Zone = Forwardings Input Qutput Forward Masquerading MSS clamping
lan: lan: ¥ = wan [accept ] [accept | [reject ~] O O |£]Edit x|Delete
wan: wan: 0 = [reject ~|laccept  ][reject ] & |ZEdit| % |Delete
*JAdd '

SL-18050049-V1.01 38/68



SKYLAB

Simplify Your Syst
implily Your:System SKW99 EVB User Manual

Skylab M&C Technology Co.,Ltd Model:SKW99

(2) Inthe "General Setting" configuration interface, click the "Lan" (or WAN) port corresponding to "Edit"
and enter the corresponding interface configuration interface. As follows, take the WAN port configuration

as an example.

Output [accept ~|
Forward [reject V]
Masquerading
MS5 clamping
Covered networks OO wanz: ]

O lan: =

wan: .*

[ create: |:I

Inter-Zone Forwarding

The options below control the forwarding policies between this zone (wan) and other zones. Destination zones cover forwarded traffic originating from "wan". Source zones
match forwarded traffic from other zones targeted at "wan". The forwarding rule Is unidirectional, e.g. a forward from lan to wan does nof Imply a permission to forward
from wan to lan as well.

Allow forward to destination zenes:
[ lan: lan: g

Allow forward from source zones:
lan: lan: 2™

+|Back to Overview 3 @Reset Save  [USave & Apply

Powered by LuCI 0.11.1 Release (0.11.1)

4.8.2 Port Mapping

Port mapping is mapping a port of the IP address of the external network host to a machine in the intranet,
providing the corresponding services. When the user accesses the port of the IP, the server automatically
maps the request to the machine corresponding to the LAN. SKW99 supports port mapping function, and
users can set corresponding port mapping according to their own needs.
The following is a case study of mapping webpage to external network as an example.

(1) Enter the router configuration interface through browser, click “Network” >> “Firewall”. At the default

"General Settings" interface, the WAN port inbound data and Forward data are allowed to pass.
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Status l System I Services I uUse ll Netwurl::l Serial

Interfaces  Wifi  Switch DHCP and DN5  Hostnames  Static Routes | |[Firewall | Diagnostics Qo5  Config4G(4G must enabled)

General Settings  Port Forwards  Traffic Rules  Custom Rules

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.

General Settings

Enable SYN-flood protection
Drop invalid packets O
Input [accept ]
Qutput [accept |
Forward | reject R |
Zones
Zone = Forwardings Input Output Forward Masquerading MSS clamping
lan: lan: % = wan [accept ~|[accept ~|[reject ~| O O |Z]Edit = |Delete

wan: wan: ° | = |accept | [accept M|zccent B4 |ZEdit x|Delete

" JAdd

(2) On the firewall page, click “Port Forward”, come to the port mapping interface. Edit the mapping
information in the edit box, click "Add", and appear the mapping information table item above. Click "Save
& Apply" to complete the configuration of the port mapping.

SKYLAB | W0143.1.0 | Lead: 0.10 0

Status System Services

Interfaces  Wifi Switch DHCP and DNS  Hostnames  Static Routes ~ Firewall  Diagnostics QoS  ConfigdG(4G must enabled)

General Settings Port Forwards | Traffic Rules  Custom Rules
1
Firewall - Port Forwards

Fort forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.
Port Forwards
Name Match 1 Forward to Enable Sort

1Pva-TCP
http From any host in wan IP 192.168.1.1, port 80 In lan * * | JEdit = ]|Delete
Via any router IP at port 80

New port forward:

Name Protocol External zone External port Internal zone  Internal IP address Internal port

[New portforward | [TCP+UDP ] [wan ] | [lan ] [ ] ]| £ lAdd

5

D Reset JSave [JJSave & Apply
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4.9 Flipping Wan/Lan

SKW99 supports WAN/LAN to flip and set the network port to the required state. The LAN port is
converted to WAN, which has been explained in detail in the previous chapter "VLAN configuration". The
following is to flip the WAN port to LAN. The following steps are as follows:

(1) After entering the management interface through the browser, click “Network” >> “Interfaces”. In the

network status interface, click the "delete" in the WAN port corresponding option, delete Wan.

SKYLAB | WD143.1.0 | Load: 0.08 0.15 0.14 | Auto Refresh: Changes: 0 8

System Services Network

i
Interfaces | Wifi  Switch  DHCP and DNS Hostnames  Static Routes  Firewall Diagnostics QoS  ConfigdG(4G must enabled)

WAN “WAN2  LAN

Interfaces

Interface Overview

Network Status Actions

Uptime: 0h 17m 165
LAN MAC-Address: 00:03:7F:11:20:CF
& () RX: 1.03 MB (12621 Pkts.) =] 5] Stop 4 Edit x| Delete
br-lan TX: 1.90 MB (11857 Pkts.)
IPv4: 192.168.8.1/24

Uptime: 0h 17m 14s
WAN2 MAC-Address: 00:03:7F:11:20:CF
[ RX: 1.12 MB (5316 Pkts.) 2  Connect 4 Edit %] Delete
eth.2 TX: 229.02 KB (1436 Pkts.)
IPv4: 192.168.1.159/24

WAN Uptime: 0Oh Om Os
MAC-Address: 00:03:7F:11:20:CE
2 RX: 0.00 B (0 Pkts.) Connect £ x| Delete
ethd TX: 0.00 B (0 Pkts,)

! JAdd new interface...

(2) In the LAN corresponding operation options, click "Edit" to the LAN configuration interface. Click
"Physical Settings", in the Interface Options box, select "ethQ". Click "Save & Apply" to complete the

configuration.

SL-18050049-V1.01 41 /68



SKYLAB

Simplify Your Syst
impliy Your:System SKW99 EVB User Manual

Skylab M&C Technology Co.,Ltd Model:SKW99

SKYLAB | W0143.1.0 | Load: 0.41 0.21 0.16 | Auto Refresh: Changes: 0 [

Status System Services

Interfaces Wifi Switch DHCP and DNS Hostnames Static Routes Firewall Dii

WANZ LAN

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces" field and enter the names of several network
interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR (e.g.: eth@.1).

Common Configuration

Physical Settings

Bridge interfaces 1 @ creates a bridge over specified interface(s)
Enable STP [ @ enables the Spanning Tree Protocol on this bridge

Interface * Ethernet Adapter: "bond0’

* Ethernet Adapter: "eth0" | ©
2% Ethernet Switch: "eth1”

3% VLAN Interface: "eth1.1" (lan)
27 VLAN Interface: "eth1.2" (WAN2)

& Wireless Network: Client "SKYLABO3"

* Custom Interface: |:|

ooordmn

DHCP Server

D Reset (DSave |[JSave & Apply

4.10 Configuring DHCP and DNS

SKW99 supports the user to configure advanced configuration of DHCP and DNS, but requires the
operator to have the corresponding capability, otherwise it is not recommended to modify the
configuration. The following are the specific methods of operation:

(1) After entering the management interface through the browser, click “Network” >> “DHCP and
DNS”,In the "General Setting" interface, the basic configuration of DHCP server and DNS transponder is

made.

SKYLAB | WO143.1.0 | Load: 0.04 0.14 0.14 | Auto Refresh: or

Status System Services

Interfaces Wi Switch = DHCP and DNS | Hostnames  Static Routes  Firs | n . fig4G(4G must enabled)

DHCP and DNS

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for NAT firewalls
Server Settings
General Settings
Domain required [ @ pon't forward DNS-Requests without DNS-Name

Authoritative D This is the only DHCP in the local network

Local server lant
) Local domain specification. Mames matching this domain are never forwared and resolved from DHCP
or hosts files only

Local demain [lan ]
) Local domain suffix appended to DHCP names and hosts file entries

Log gueries [C] @ write recelved DNS requests to sysiog

DNS forwardings Jexample.org/10.1.2.3 )]

D List of DNS servers to forward requests to

Rebind protection ] @ oiscard upstream RFC1918 responses

Allow localhost D) Allow upstream responses in the 127.0.0.0/8 range, e.g. for RBL services
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(2) Click "Resolv and Hosts Files". In the "Resolv and Hosts Files" interface, configure the host and
parsing files;

Status I System I Services I UsB I Network

Interfaces  Wifi  Switch DHCP and DNS = Hostnames  Static Routes  Firewall Diagnostics QoS  Config4G(4G must enabled)

DHCP and DNS

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for NAT firewalls

Server Settings

Resalv and Hosts Files

Use fetc/ethers @ Read /etc/ethers to configure the DHCP-Server
Leasefile [ftmpidhcp.leases |
1 file where given DHCP-leases will be stored
Ignore resclve file O
Resolve file [tmpiresolv.conf auto |
& local DNS file
Ignore Hosts files |
Additional Hosts files [ &3

(3) Click "TFTP Settings" and configure the TFTP server.

DHCP and DNS

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for NAT firewalls
Server Settings

TFTP Settings
: Enable TFTP server O

(4) Click on "Advanced Settings" to configure advanced functions of DHCP and DNS.

DHCP and DNS

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for NAT firewalls

Server Settings

Advanced Settings

Filter private 0 Do not forward reverse lookups for local networks

Filter useless O @ Do not forward requests that cannot be answered by public name servers
Localise queries I Localise hostname depending on the requesting subnet if multiple IPs are avallable
Expand hosts D add local demain suffix to names served from hosts files

No negative cache @ oo not cache negative replies, e.q. for not existing domains

Strict order [] @ ons servers will be queried in the order of the resclvfile

Bogus NX Domain Override |67.215.65.132 1ta

1) List of hosts that supply bogus NX domain results

DNS server port |53 ]
(%] Listening port for inbound DNS queries

DNS query port [any |
D Fixed source port for sutbound DNS queries

Max. DHCP leases lunlimited |
) Maximum allowed number of active DHCP leases

Max. EDNSO packet size [1280 ]
Lo e B 0 P e

(5) After the configuration is completed, click "Save & Apply" to make the configuration effective.
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5 Configuration Wireless

5.1 Disable/Enable WiFi

The initialized SKW99 is the start of the WiFi. About the closing or reopening of WiFi, the following

steps will be introduced.

5.1.1 Disable WiFi

(1) After entering the management interface through the browser. click “Network”>>*WiFi” >> “Disable”,

appear prompt box, click "OK", close WiFi.

SKYLAB | W0143.1.0 | Load: 0.96 0.37 0.22 | Auto Refresh: on

| | Network
| Wifi -

Wireless Overview

x
Generic Atheros 802.11bgn (wifig Scan ;
Channel: 11 (2.462 G Bitrate: 144.4 o — -
Itk FHRR. .
SSID: SKV AP | Mode: Master izabl f
BSSID: 8C:FD:F0:00:C0:DE | Encr Really shutdown network 7 i
You might lose access 1o this device if you are connected via
this interface.
Associated Stations S 2
| me 1 B
SSID MAC-Address ) ) se RX Rate TX Rate

5.1.2 Enable WiFi
(1) After entering the management interface through the browser, click “Network”>>“WiFi” >> “Enable”,

enable WiFi.
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SKYLAB | W0143.1.0 | Load: 0.96 0.37 0.22 | Auto Refresh: Changes: 0

System Services Serial Legout

Interfaces | \WIfi | Switch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostice QoS  Config4G({4G must enabled)

wifid: Master "SKW33_AP"

Wireless Overview

#  Generic Atheros 802.11bgn (wifi0) | ]  Add

@ SSID: SKW99_AP | Mode: Unknown

: et : *
0% Wireless is disabled or not associated g _] Remove

Associated Stations

MAC-Address IPva-Address Signal RX Rate

No information available

5.2 Hide WiFi

For most users, the purpose of "hidden WiFi" is to let others search their own WiFi, thereby reducing the
risk of being lobed. However, hiding WiFi makes it difficult to use the wireless network. For example, it is
not convenient for new terminals or visitors to connect to WiFi.The initialized SKW99 does not hide the
SSID.The following is an introduction to the operation of hidden WiFi:

(1) After entering the management interface through the browser. click “Network”>>“WiFi” >> “Edit”,

enter the WiFi configuration interface.

SKYLAB | W0143.1.0 | Lead: 0.96 0.37 0.22 | Auto Refresh: Changes: 0

System Services Network Serial

Interfaces wlﬂ: §wltch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS  Config4G(4G must enabled)

wifiD: Master "SKW99_AP"

Wireless Overview

ey, Generic Atheros 802.11bgn (wifi0)

d %
=0 channel: 11 (2.462 GHz) | Bitrate: 144.4 Mbit/s g Sean ] Add

J. SSID: SKW93_AP | Mode: Master )
10049 BSSID: BC:FD:F0:00:C0:DE | Encryption: None

Disable  |£] Edit x| Remove

Associated Stations

MAC-Address IPv4-Address Signal

No information available

(2) On the WiFi configuration interface, select the "Hide ESSID" box
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Interface Configuration

General Setup

ESSID
Mode

Network

Hide ESSID

[sKwag_AP |

|Acc.ess Paoint V]

O wanz: g«
lan: &% @

O ereate: [ ]

@ Choose the network(s) you want to attach to this wireless interface or fill out the create field to
define a new network,

O

@DReset (JSave | L] Save & Apply

(3) Click "Save&Apply" to complete the configuration.

(4) Note: If you want to open SSID, you do not select the "Hide ESSID" box.

5.3 Modify SSID

SSID is the name of a local area network. Different SSID can be set up by different wireless network cards.

SSID is usually broadcast by AP, and STA can scan SSID in the current area.The initialized SKW99's

wireless name is SKW99_AP. The following are the methods to modify SSID:

(1) After entering the management interface through the browser. click “Network”>>“WiFi” >> “Edit”,

enter the WiFi configuration interface.

SKYLAB | W0143.1.0 | Load: 0.96 0.37 0.22 | Auto Refresh:

System Services Network ]

Changes: 0

Interfaces wlﬂ: §wlb:h DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS  Config4G(4G must enabled)

wifiD: Master "SKW99_AP"

Wireless Overview

| Generic Atheros 802.11bgn (wifi0)
=" channel: 11 (2.462 GHz) | Bitrate: 144.4 Mbit/s

J SSID: SKWS9_AP | Mode: Master

10049 BSSID: BC:FD:F0:00:C0:DE | Encryption: None

Associated Stations

gl Scan ] Add

@ Disable |4  Edit %] Remove

MAC-Address

IPv4-Address Signal

No information available
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(2) On the WiFi configuration interface. Modify the name of "ESSID" and click "Save&Apply" to complete

the configuration.

Interface Configuration

General Setup
ESSID [SKWa9_AP1 =]

Mode [Access Point ]

Network O 'wanz: g

lan: Bt &

U ereate: [ ]

@ choose the netwark(s) you want to attach to this wireless interface or fill out the create field to
define a new network.

Hide ESSID o

(DReset (JSave |[JSave & Apply

(3) When you open the WLAN list in STA, you will see the modified SSID.
SKW99 AP1
FFEZ

360WiFi-6C4C3F

@PHICOMM _38

ChinaNet-5gAf

ChinaNet-67Qv

5.4 Modifying the Wireless Password

Wireless cipher is a password that needs to be input when wireless terminals such as mobile phones and
notebooks connect to wireless signals. The initialized SKW99 does not configure the wireless

password.The following is a method of configuring (modifying) wireless ciphers.
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(1) After entering the management interface through the browser.

enter the WiFi configuration interface.

SKYLAB | W0143.1.0 | Load: 0.96 0.37 0.22 | Auto Refresh:

Static Routes

System M Services Network § Serial

Interfaces | Wifi | Switch DHCP and DNS  Hostnames Firewall  Diagnostics QoS

wifi0: Master "SKW99_AP"

Wireless Overview

click “Network”>>“WiFi” >> “Edit”,

Changes: 0

ConfigdG(4G must enabled)

5y Generic Atheros 802.11bgn (wifi0)
\_;i/ Channel: 11 (2.462 GHz) | Bitrate: 144.4 Mbit/s

J. SSID: SKW93_AP | Mode: Master
10049 BSSID: BC:FD:F0:00:C0:DE | Encryption: None

Associated Stations

i Scan ] Add

@ Disable |4  Edi

=] Remove

MAC-Address IPv4-Address Signal

No information available

(2) In the WiFi configuration interface, click "Wireless Security” to enter the WiFi password management

interface.In the WiFi password management interface, select the encryption mode, enter the password,

click "Save&Apply" to complete.

Interface Configuration

Wireless Security

[wPA2-PSK

Encryption v]
Cipher [auto |
ssssssee | &

Key |

5.5 Disable/Enable WPS

(D Reset (JSave  [LSave & Apply

The initialized SKW99 opens the WPS function. The following is the operation to disable / enable WPS.

(1) After entering the management interface through the browser.

enter the WiFi configuration interface.

click “Network”>>“WiFi” >> “Edit”,
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SKYLAB | W0143.1.0 | Lead: 0.96 0.37 0.22 | Auto Refresh: Changes: 0

System Services Network ]

Interfaces wlﬂ: §wlb:h DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS  Config4G(4G must enabled)

wifiD: Master "SKW99_AP"

Wireless Overview

ey, Generic Atheros 802.11bgn (wifi0) 3
27 Channel: 11 (2.462 GHz) | Bitrate: 144.4 Mbit/s o

d. SSID: SKWS9_AP | Mode: Master )
10049 BSSID: BC:FD:F0:00:C0:DE | Encryption: None

Scan ] Add

Disable |£]  Edit %] Remove

Associated Stations

MAC-Address IPv4-Address Signal

No information available

(2) In the WiFi configuration interface, click "Advanced Settings".Select the WPS check box to turn on
the WPS function; if you want to close the WPS function, do not select it. click "Save & Apply" to complete

the configuration.

Interface Configuration

Advanced Settings

802.11h O
Separate Clients D @ Prevents client-to-client communication
UAPSD Enable d

Multicast Rate

Fragmentation Threshold

RTS/CTS Threshold

WMM Mode

oorrr

WPS

@Reset (Save [0Save & Apply

5.6 STA Mode

SKW99 support to be configured as STA/Client mode, to connect to other Wi-Fi signals. The following are
the specific methods of operation:
(1) After entering the management interface through the browser. click “Network”>>“WiFi” >> “Edit”,

enter the WiFi configuration interface.
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SKYLAB | W0143.1.0 | Load: 0.96 0.37 0.22 | Auto Refresh:

Netwark

System Services

Interfaces wlﬂ: §wlu:h DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS

wifiD: Master "SKW99_AP"

Wireless Overview

Changes: 0

Config4G(4G must enabled)

ey, Generic Atheros 802.11bgn (wifi0)
=" channel; 11 (2.462 GHz) | Bitrate: 144.4 Mbit/s

d. SSID: SKWS9_AP | Mode: Master
10049 BSSID: BC:FD:F0:00:C0:DE | Encryption: None

Associated Stations

gl Scan ] Add

@ Disable |4 Edit | =] Remove

MAC-Address IPv4-Address Signal

No information available

(2) In the WiFi configuration interface, "Mode" is selected as "Client", Network is selected as "Create"

and click "Save&Apply".

Interface Configuration

General Setup

ESSID [sKwes_aP1

Mode [Client

Metwork [0 'wanz: ==
T

O lan: 3 &

create: [ ]

O Choose the network(s) you want to attach to this wireless interface or fill out the create field to

define a new network.

D Reset (Save [(LSave & Apply

(3) Click on "WiFi" to enter the wireless state interface again. Click "Scan" to scan the SSID in the area.

SKYLAB | W0143.1.0 | Load: 0.04 0.09 0.12 | Auto Refresh:

Interfaces | [Wifi | _Swltch DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics

wifi0: Client "SKW99_AP1"

Wireless Overview

Changes: 0

Config4G({4G must enabled)

% Generic Atheros 802.11bgn (wifi0)

@ SSID: SKW99_AP1 | Mode: Client
100% Wireless is disabled or not associated

. Scan f]  Add

%  Enable i) Edit %] Remove
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(4) Wait for a moment. In the WLAN list, select the SSID that you want to connect to, and click “Join

Network”.

SKYLAB | W0143.1.0 | Load: 0.24 0.13 0.13 Changes: 0

Status Services Network

Interfaces  WIifi  Switch DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS Config4G(4G must enabled)

Join Network: Wireless Scan

4 SKYLAB_30EB1F02D7A8 —
45% Channel: 11 | Mode: Master | BSSID: 30:E8:1F:02:D7:A8 | Encryption: open lJoin Network
@PHICOMMESIWIFi_38

Channel: 2 | Mode: Master | BSSID: CE:81:DA:19:44:40 | Encryption: open (3 Join Network

onceaday2.4G .
39 Channeli 2 | Mode: Master | BSSID: 74:7D:24:C6:AF:18 | Encryption: mixed WPA/WPA2 - PSK (@ Join Network

ChinaNet-67Qv i =
Channel: 5 | Mode: Master | BSSID: 40:F4:20:93:A7:CA | Encryption: mixed WPA/WPA2 - PSK @ Join Network

. SKYLABO3 2l Join Network|

ChinaNet-5gAf <
G4 Channel: 8 | Mode: Master | BSSID: 40:F4:20:95:A1:BA | Encryption: mixed WPA/WPA2 - PSK (@ Join Network

(5) In the "Join Network:Settings" interface, enter the WiFi password in the input box of "WPA

passphrase”, and then click "Submit".

Status l System I Services I UsB l Network I Serial - Logout

Interfaces  Wifi  Switch  DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS  Config4G(4G must enabled)

Join Network: Settings

Replace wireless configuration @ an additional network will be created if you leave this unchecked.

WPA passphrase [ esssssssss =] @
@ Specify the sacret encryption key here.

MName of the new network Wwwan |
) The allowed characters are: A-2, a-z, #-9 and

Create / Assign firewall-zone ) la | -
n: lan: 3

® ‘wan: wawz2: 3

O unspecified -or- create; I:l

@ choose the firewall zone you want to assign to this interface. Select unspecified to remove the
interface from the associated zone or fill cut the create field to define a new zone and attach the
interface to it.

@ Back to scan results &) Submit

Powered by LuCI 0.11.1 Release (0.11.1)

(6) Back to the WiFi configuration interface, click “Save & Apply”.
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Wireless network is enabled D Disable

Channel [11(2.462 GHz) V|

Transmit Power [20 dBm (100 mW) v]
@ dBm

Interface Configuration

General Setup

ESSID [SKYLABOZ |

Mode [Client V]

Metwork O lwanz: s
O am: g
wwan. ¥

[ ereate: l:l

i) choase the netwark(s) you want to attach to this wireless interface or fill out the create field to
define a new network.

@ Reset ()Save |[J)Save & Apply

Powered by LuCI 0.11.1 Release (0.11.1)

(7) If Status is the interface shown as below, it indicates that the connection is successful.

SKYLAB | W0143.1.0 | Load: 0.42 0.33 0.23 | Auto Refresh:

System Services

_1nterfa|:es| Wifi  Switch  DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS  Config4G(4G must enabled)

WANZ ~ WWAN LAN

Interfaces

Interface Overview

Network Status Actions
Uptime: 0Oh 53m 3s
LAN MAC-Address: 00:03:7F:11:20:CF )
B () RX: 2.47 MB (24633 Pkts.) & Connect @ Stop | Edit =] Delete
be-lan TX: 5.17 MB (21807 Pkts.)

IPva: 192.168.8.1/24

Uptime: 0h 53m 1s

wan2 MAC-Address: 00:03:7F:11:20:CF
= RX: 4.68 MB (31455 Pkts.) & Connect @ Stop 4| Edit %] Delete
ethi.2 TX: 1.19 MB (8452 Pkts.)
IPv4: 192.168.1.159/24
Uptime: 0h Om 8s
WWAN MAC-Address: 8C:FD:F0:00:C0:DE
- RX: 2.96 KB (17 Pkts.) = Connect @  Stop 4 Edit ®| Delete
Clignt "SKYLABDI" TX: 217.00 B (4 Pkts.)

IPv4: 152.168.0.143/24

[ JAdd new interface...

5.7 AP-Client Mode

SKW99 support module work in relay/AP-Client mode. The following is the application of a AP-Client
mode. The Router A sends out the Wi-Fi signal AP1, but the mobile phone which is far away from 100m

wants to connect to the network and finds that the Wi-Fi signal is not found. Then we can put a module
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between Router A and mobile phone as Wi-Fi AP-Client. Firstly, the module connects Router A to send out
Wi-Fi signal. Secondly, the module sends out a Wi-Fi signal for mobile phone connection. So the phone is
indirectly connected to the router A in corresponding network.The following are the configuration methods
of the AP-Client mode:

(1) After entering the management interface through the browser. click “Network”>>“WiFi” >> “Edit”,

enter the WiFi configuration interface.

SKYLAB | W01432.1.0 | Lead: 0.96 0.37 0.22 | Auto Refresh: Changes: 0

o———— N

Interfaces | Wifi _, Switch  DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnestics QoS ConfigdG(4G must enabled)

wifi0: Master "SKW99_AP"

Wireless Overview

@, Generic Atheros 802.11bgn (wifi0) d Scan G Add

Channel: 11 (2.462 GHz) | Bitrate: 144.4 Mbit/s

d. SSID: SKWS9_AP | Mode: Master )

100% BSSID: BC:FD:F0:00:C0:DE | Encryption: None Disable |4  Edit | ® Remove

Associated Stations

MAC-Address IPv4-Address Signal

No information available

(2) In the WiFi configuration interface, firstly, select "Mode" as the Client (WDS) mode. Next, click

"Advances Settings" and select "WMM Mode". Finally, click "Save&Apply".

"4 [ SKYLAB - Wifi - LuCl x 3

‘ < C | @ 192.168.8.1/cgi-bin/luci/;stok=a223276ddf808126ef369a6
GENEral SETUp

Status Mode: Master | SSID: SKWOO_AP
BSSID: 8C:FD:F0:00:C0:DE | Encryption: WPA2 NONE (CCMP)
o .. Chanmel: 11 {2.462 GHz) | Tx-Power: 26 dBm
100% gignal: -96 dBm | Noise: -85 dBm
Bitrate: 144.4 Mbit/s | Country: 00

Wireless network is enabled @ Disable

Channel [11 (2462 GHz) |
Transmit Power [26 dBm (398 mW) |
dBm

- Interface Configuration

General Setup

ESSID | S ]
Mode || Client (WDS) ] |
Network

lan: bzl %
wan:

Choose the network(s) you want to attach to this wireless interface or fill out the create field to define a
new network.

Hide ESSIR

@Reset @Save [ESave & Apply

Powered by LuCI 0.11.1 Release (0.11.1)
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Interface Configuration

Advanced Settings
802.11h

UAPSD Enable

Multicast Rate

Fragmentation Threshold

RTS/CTS Threshald

WMM Mode

WPS

@ Reset (JSave (UlSave & Apply

Powered by LuCI 0.11.1 Release (0.11.1

(3) Click on "WiFi" to enter the wireless state interface again. Click "Scan" to scan the SSID in the area.

SKYLAB | W0143.1.0 | Load: 0.04 0.09 0.12 | Auto Refresh: Changes: 0

Interfaces | [Wifi | _Swltch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS  Config4G({4G must enabled)

wifio: Client "SKW99_AP1"

Wireless Overview

%  Generic Atheros 802.1 1ibgn (wifi0) al

@ SSID: SKW99_AP1 | Mode: Client

= -
1004 Wireless is disabled or not associated Enable £  Edit %] Remove

(4) Wait for a moment. In the WLAN list, select the SSID that you want to connect to, and click “Join

Network”.

SKYLAB | W0143.1.0 | Load: [

Status Services Network

Interfaces  Wifi  Switch DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS  Config4G(4G must enabled)

Join Network: Wireless Scan

SKYLAB_30EB1F02D7ASB
5% Channel: 11 | Mode: Master | BSSID: 30:EB:1F:02:D7:A8 | Encryption: open

@PHICOMMHFEWIiFi_38
Channel: 2 | Mode: Master | BSSID: CE:81:DA:19:44:40 | Encryption: open

(2 Join Network
(3 Join Network

onceaday2.4G . -
3 Channel: 2 | Mode: Master | BSSID: 74:70:24:C6:AF:18 | Encryption: mixed WPA/WPAZ - PSK Ml

ChinaNet-67Qv i =
Channel: 5 | Mode: Master | BSSID: 40:F4:20:93:A7:CA | Encryption: mixed WPA/WPA2 - PSK @ Join Network

SKYLABO3

ald ChinaNet-5gAf
0% Channel: 9 | Mode: Master | BSSID: 40:F4:20:95:A1:BA | Encryption: mixed WPA/WPA2 - PSK

(3 Join Network
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(5) In the "Join Network:Settings" interface, enter the WiFi password in the input box of "WPA

passphrase", and then click "Submit".

Status I System I Services I UsB I Network I Serial

Interfaces  Wifi  Switch  DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS  Config4G(4G must enabled)

Join Network: Settings

Replace wireless configuration @ an additional network will be created if you leave this unchecked.

WPA passphrase [ esssssssss «] @
: @ Specify the sacret encryption key here.

MName of the new network Wwwan |
) The allowed characters are: A-2, a-z, #-9 and

Create / Assign firewall-zone o) | |
an: lan: I

® wan: WAN2: 3
O unspecified -or- create; I:l

@ choose the firewall zone you want to assign to this interface. Select unspecified to remove the
interface from the associated zone or fill cut the create field to define a new zone and attach the
interface to it.

D Back to scan results () Submit

Powered by LuCI 0.11.1 Release (0.11.1)

Wireless network is enabled D Disable

Channel [11(2.462 GHz) V|

Transmit Power [20 dBm (100 mW) v]
lﬂ dBm

Interface Configuration

General Setup

ESSID [SKYLABO3 |
Mode [Client ~]
Network O wanz: g

O lan: s

wwan. ¥

O create: [ ]

i) choase the netwark(s) you want to attach to this wireless interface or fill out the create field to
define a new network.

@ Reset (15ave (1 Save & Apply

Powered by LuCI 0.11.1 Release (0.11.1)

(6) Click on "WIiFi" to enter the wireless state interface again.Click "Add" to enter the configuration

interface of the new WiFi interface.

SL-18050049-V1.01 55/68



SKYLAB

Simplify Your Syst
impliy Your:System SKW99 EVB User Manual

Skylab M&C Technology Co.,Ltd Model:SKW99

SKYLAB | W0143.1.0 | Load: 0.47 0.57 0.41 | Auto Refresh: Changes: 0

Services Serial

Interfaces wifl| Switch  DHCF and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS Config4G(4G must enabled)

1
wifid: Client "SKYLABO3"

Wireless Overview

| Generic Atheros 802.11bgn (wifi0) 5 "
wi"’ Channel: 11 (2.462 GHz) | Bitrate: 144.4 Mbit/s = Scan I—] Add

.. SSID: SKYLABO3 | Mode: Client - e ” .
503 BSSID: 88:25:93:5C:27:83 | Encryption: - @ Disable |4 Edt x] Remove

(7) In the WiFi configuration interface, firstly, select "Mode" as "Access Point", select "Network" to "Lan",
and to enter "SKW99_AP1" into ESSID input box. Secondly, if you plan to configure the password, click

"Wireless Security" to do so, see "Modifying the wireless password" section. Finally, click "Save&Apply".

Interface Configuration

General Setup

ESSID [SKWO9_APZ . |
Mode [Access Point 2 ~]
Network. . w5

O wan2: 3

lan: g

[ wwan: -
O ereate: [ ]

) choase the network(s) you want to attach to this wireless interface or fill out the create field to
define a new network,

Hide ESSID ]

@Reset L)Save [LlSave & Apply

Powered by LuCI 0.11.1 Release (0.11.1)

(8) Click on "WIFi" to enter the wireless state interface again.We can see two SSID, one of which works

is in client mode, is used to connect to WiFi, and the other is in master mode, which is used to issue WiFi.

System [ Services Network || Serial
Interfaces  Wifi Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS  Config4G(4G must enabled)

wifi0: Master "SKW99_AP1"  wifi0: Client "SKYLAB03"

Wireless Overview

'W‘ Generic Atheros 802.11bgn (wifi0) ]
Y=Y Channel: 11 (2.462 GHz) | Bitrate: 144.4 Mbit/s

4 SSID: SK\’LABOBIMnd @  Disabl 4 Edit
100% BSSID: 88:25:93:5C:27:83 [ ENCryption: - — :

SSID: SKW32_AP1 | Mode: -Master
20 ) : é !ncrvution: None @ Disable | |4 Edit

100% BSSID: 8E:FD:F0:00:C0:D!

Scan

Associated Stations

SS51ID MAC-Address IPv4-Address Signal TX Rate

Ne information available
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After the previous work, we completed the function of Wi-Fi relay. At this point, we can use the computer
and cell phone to receive the "SKW99_AP1" Wi-Fi signal from the module. If we connect it, we can use

the router's network to surf the Internet.

5.8 AP Mode

The initialized SKW99 works in the AP mode. In order to make user switching mode convenient, the
following is a description of how to configure AP mode.
(1) After entering the management interface through the browser. click “Network”>>“WiFi” >> “Edit”,

enter the WiFi configuration interface.

SKYLAB | W0143.1.0 | Lead: 0.96 0.37 0.22 | Auto Refresh: Changes: 0

System Services Network Serial

Interfaces wlﬂ: §wir.ch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS  Config4G(4G must enabled)

wifiD: Master "SKW99_AP"

Wireless Overview

) Generic Atheros 802.11bgn (wifi0)
= channel: 11 (2.462 GHz) | Bitrate: 144.4 Mbit/s

J. SSID: SKW93_AP | Mode: Master )
10049 BSSID: BC:FD:F0:00:C0:DE | Encryption: None

al Scan | Add

Disable  |£] Edit x| Remove

Associated Stations

MAC-Address IPv4-Address Signal

No information available

(2) In the WiFi configuration interface, first, select "Mode" as "Access Point",select "Network" to "Lan",
and ESSID input box to enter "SKW99_AP1". Secondly, if you plan to configure the password, click

"Wireless Security" to do so, see "Modifying the wireless password" section. Finally, click "Save&Apply".
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Interface Configuration

General Setup

ESSID
Mode

Network

Hide ESSID

[SKW93_AP2 - |

[Access Point P |

O wana: g
lan: g
[ wwan: -

[ ereate: l:l

) choase the network(s) you want to attach to this wireless interface or fill out the create field to
define a new network,

O

@Reset ()Save [4Save & Apply

Powered by LuCI 0.11.1 Release (0.11.1)

5.9 Configuring the Parameters of the Wireless Device

SKW99 provides the functions of modifying the parameters of wireless devices, such as wireless channel

type, radio power, wireless Tx/Rx Antenna, wireless HT mode, country code and so on. The following will

be detailed operation steps.

(1) After entering the management interface through the browser. click “Network”>>“WiFi” >> “Edit”,

enter the WiFi configuration interface.

SKYLAB | W0143.1.0 | Load: 0.96 0.37 0.22 | Auto Refresh:

System Services

Network § Serial

Changes: 0

Logout

Interfaces | Wifi | Switch  DHCP and DNS  Hostnames

wifi0: Master "SKW99_AP"

Wireless Overview

Static Routes  Firewall  Diagnestics QoS  Config4G(4G must enabled)

| Generic Atheros 802.11bgn (wifi0)
‘_‘;_3__’ Channel: 11 (2.462 GHz) | Bitrate: 144.4 Mbit/s

Wi SSID: SKW99_AP | Mode: Master

1005 BSSID: BC:FD:F0:00:C0:DE | Encryption: None

Associated Stations

al Scan

@ Disable |4  Edit

MAC-Address

IPv4-Address Signal RX Rate

Na infarmation available

(2) In the wireless configuration interface, first, in the "General Setup" configuration, Channel is selected

according to needs; secondly, click "Advanced Settings" into the wireless advanced option configuration,

and finally, after the configuration is completed, click "Save & Apply" to complete the configuration.
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Device Configuration
General Setup |

Status Mode: Master | SSID: SKW99_AP2
BSSID: SC:FD:F0:00:C0:DE | Encryption: None
Channel: 1 (2.412 GHz) | Tx-Power: 20 dBm
100% Signal: -96 dBm | Noise: -95 dBm
Bitrate: 144.4 Mbit/s | Country: 00

Wireless network is enabled & Disable

Channel [1(2.412 GHz) V|

Transmit Power {20 dBm (100 mW) V]
) dBm

Advanced Settings

Mode 1 [auto ~]

Tx Antenna bitmask [ |

Rx Antenna bitmask [ |

Regulatory Domain | |

Country Code [ |

5.10 Wireless Interface Advanced Settings

SKW99 provides the functions of modifying the parameters of the wireless interface, such as
disabling / enabling 802.11h, disabling / enabling isolating clients, disabling / enabling UAPSD,
configuring multicast rates, and so on. The following are the specific methods of operation:

(1) After entering the management interface through the browser. click “Network”>>“WiFi” >> “Edit”,

enter the WiFi configuration interface.

SKYLAB | W0143.1.0 | Load: 0.96 0.37 0.22 | Auto Refresh:

System Services Network Serlal Logout

Interfaces  WIifi | Switch DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS Config4G(4G must enabled)

wifi0: Master "SKW99_AP"

Wireless Overview

@_ Generic Atheros 802.11bgn (wifi0) a Scan

Channel: 11 (2.462 GHz) | Bitrate: 144.4 Mbit/s

Wi SSID: SKW99_AP | Mode: Master = =
100% BSSID: BC:FD:F0:00:C0:DE | Encryption: None @ Disable |4  Edit

Associated Stations

MAC-Address IPv4-Address Signal RX Rate

Nao infarmation available
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(2) On the interface configuration item of the wireless configuration interface, click "Advanced Settings",
enter the advanced settings interface.After the configuration is completed, click "Save & Apply" to make

the configuration effective.

Interface Configuration

Advanced Settings

802.11h O
Separate Clients D @ Prevents client-to-client communication
UAPSD Enable O

Multicast Rate

Fragmentation Threshold

RTS/CTS Threshold

[

|

[
WMM Mode Od
WPS Oa

@Reset (JSave [JSave & Apply

6 Expansion Function

6.1 Mount 4G Module

SKW99 supports the use of USB to mount the 4G module. The following is a case study of HUAWEI
ME909s-802.

(1) The module enters the running state and connects HUAWEI ME909S-802 to the USB interface.
After the blue light is displayed, the module is successfully accessed.

(2) After entering the management interface through the browser. click “Network”>> “Configd G(4G must

enabled)”.

SKYLAB | W0143.1.0 | Load: 0.03 0.38 0.32 | Auto Refresh: Changes: 0

System Services

Interfaces  Wifi  Switch DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS IC.:mﬂgfus(‘us rnustenabled)l

WANZ LAN

Interfaces

Interface Overview

Network Status Actions

Uptime: Oh 12m 135
LAN MAC-Address: 00:03:7F:11:20:CF
B9 (B RX: 691.60 KB (6898 Pkts.) & Connect @ Stop ] Edit ®] Delete
br-lan TX: 3.09 MB (6863 Pkts.)
IPvd: 192.168.8.1/24
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(3) Wait a moment, go to the following interface and click "Save & Apply". If the 4G module does not

succeed, it does not change.

_ 46 | WaAN2  LAN

Interfaces - 4G

Qn this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network
interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR (e.g.: eth@.1).

Common Configuration

General Setup

Status " RX: 0.00 B (0 Pkts.)
3-46 TX: 0,00 B (0 Pkts.)
Protacol [UMTS/GPRS/EV-DO ]
Modem device . @_ default cenfiguration
Service Type | [UMTSIGPRS |
APN [ |
PIN i ]

PAP/CHAP username [ |

PAP/CHAP password [

@ Reset Save [Save & Apply

(4) Click on "Interface" and the 4G interface state is as follows.

SKYLAB | W0143.1.0 | Load: 0.43 0.44 0.35 | Auto Refresh:

System Services

Interfaces | Wifi Switch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS  Config4G(4G must enabled)

4G WANZ LAN

Interfaces

Interface Overview

Network Status Actions

Uptime: 0h im 22s
WAN2 MAC-Address: 00:03:7F:11:20:CF
g RX: 61.25 KB (684 Pkts.) - |
eth1.2 TX: 2.22 KB (18 Pkts.)
IPv4: 192.168.1.159/24

Uptime: 0Oh 1m 245

MAC-Address: 00:03:7F:11:20:CF

RX: 137.87 KB (729 Pkts.) foo) [ %] Delete
TX: 138.06 KB (553 Pkts.)

IPv4: 192.168.8.1/24

Uptime: 0h 1m 14s

RX: 53.93 KB (233 Pkts.) =

TX: 94.79 KB (261 Pkts.) - %] Delete
IPv4: 10.74.173.50/32

_]Add new interface. ..

SL-18050049-V1.01 61/68



SKYLAB

Simplify Your Syst
impliy Your:System SKW99 EVB User Manual

Skylab M&C Technology Co.,Ltd Model:SKW99

6.2 Uart Passthrough

SKW99 supports uart passthrough. Next, we will introduce the configuration method of serial port as

server and client.

6.2.1 Uart as a Server

(1) Through browser to enter the router's management interface, click "Serial" >> "uart_server" to the
serial interface configuration interface. In the serial interface configuration, configure the parameters of

the serial port, click "Save & Apply" to complete the configuration.

SKYLAB | W0143.1.0 | Load: 0.19 0.37 0.33 Changes: 0

System Services MNetwork Serial

‘uart_server | uart client 1

Uart Server

For config uart server
uart server configure

Enable O

Protocol [UDP Server

Port [2001

Baud Rate [115200

DataBit [8

Parity [None

StopBit | 1

DReset (JSave |L)Save & Apply

Powered by LuCI 0.11.1 Release (0.11.1)

(2) Open the serial port. According to the above configuration, the remote terminal is connected to the

router's UDP 2001 port to receive / send data.
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Serial-COMY - SecureCRT - O X
R SEE BBV E|O0) SR BEeS TR #EaH)
SHHDR 0B T8 | emico/pp socket BETA V23 EEEEEO) - O x &
« Serial-COM7 4 b
heTTo , are you udp server? EUi=4 “ s ‘ [ B =
hello , are you udp server? =
Re]ljlo , are you ugp server? a8 TCP Server Socketikis
ello , are you udp server : X dise 0.
hello , are you udp server? 2 73IP19216881 #4755 02001
hello , are you udp server?
hello , are you udp server? 7= 1t 3 O 10000
hello , are you udp server?
Qe]ljlo , are you ugp server'g HiREbRBIETED
ello , are you udp server : TN
hello , are you udp server? :‘lglggggﬁﬁg :2::2[103?(]
he”u , are you udp server? A TEBIHE
hello , are you udp server? RN . o
EEHU ' are you ugp cerver? 1%33?5&%&#. helo, are you udp server? | send data
ello , are you udp server? ; e
hello , are gnu udg server? 1813121RE P recv data
hello , are you udp server?
hello , are you udp server?
hello , are you udp server?
EEHD , are you ugp server?
ello , are you udp server? s
hello , are you udp server? lﬁ!ﬁEEﬁ'D&Iﬂiﬁ]
hello , are you udp server? +
hello , are you udp server? HEIE
EE]I:ID , are you ugp server?
ello , are you udp server? >y o
hello , are you udp server? EERERH
hello , are you udp server? 100 -
hello , are you udp server?
hello , are you udp server?
hello , are you udp server?
hello , are you udp server?
:EHO , are you ugp server?
ello , are you udp server? T ——
Ee:ll:llo , are you ugp server? B 15T, 2302050
ello , are you udp server?
hello , are you udp server? Tt 7S 3wl it
you udp - Rt IE 5
nE Serial: COM7, 115200 38, 1  38{7,125%1 VT100 xE FF

(2) If the protocol chosen in step 1 is TCP, then the remote terminal is connected to the router's 2001

using TCP client.
SKYLAB | W0143.1.0 | Load: 0.08 0.31 0.31 Changes: 0

Services Network Serial

uart_server | uart client

Uart Server

For config uart server
uart server configure

Enable
Protocel TCP Server ]

Port [2001

Baud Rate [115200

DataBit [&

Parity [Mone

StopBit [1

@ Reset (LSave ([ Save & Apply
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R m BE(V) =W st ey THEAY EBRhOMWY |
ARLAR EE TCP/UDP Socket it T8 V2.3 - [BUEKHE) O x A
+ Serial-coM7 | ese | wes | [ Ew | a4 b
2R TCP Server SocketR75 .
afi TCF Clent BifH 74 751P192168.8.1 7020
@ 132.168.8.1[2001)
ak UDP Seiver I i ‘ [ & # 3% 0 57681
um DP Chent
a3 UDP Group Sigf B RED
182417 B ES0IR: hello. e youtcp server? | .0 data
182422 WP |#hiB: » .
AR E O T )
EEdR
BEREERH
m -
hello, are you tcp
hello, are you tcp
hello, are you tcp
hello, are you tcp
hello, are you tcp
hello, are you tcp W 15FT, H:280F T
Ee}l]lo, are you tcp
Fatio. wo on top - mAlE [wuas
hello, are you tcp =

6.2.2 Uart as a Client

(1) Through browser to enter the router's management interface, click "Serial" >> "uart_client" to the
serial interface configuration interface. In the serial interface configuration, configure the parameters of
the serial port, click "Save & Apply" to complete the configuration.
Note: you need to make sure that the connected server is in a listening state. If not, the client will try to

connect to 1s. In addition, Address supports domain names.

SKYLAB | W0143.1.0 | Load: 0.09 0.06 0.11

Services Network Serial

uart_server | uart client .

Uart Server

For config uart server
uart server configure
Enable . [ .
Protocol |TCP Server

Port [2607
Baud Rate 115200

DataBit [

Parity [Nane

StopBit [t

D Resel Save |(JSave & Apply

Powered by LuCI 0.11.1 Release (0.11.1)
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SKYLAB | W0143.1.0 | Load: 0.01 0.04 0.10

Status System Services Network Serial

Legout

uart_server | wart_client | L

Uart Client

Changes: 0

For config uart client
uart client configure
Enable

Protocol

Address

Fort

Baud Rate
Databit
Parity

StopBit

[UDP client

|192.168.8.155
(L) 1Pv4 oF Domain name

[2001

[115200

[8

| None

[

DReset (JSave |[JSave & Apply

(2) According to the above configuration, the remote port (192.168.8.155) has an open 2001 port UDP

server in the listening state.

B e
MEF) WRE =SV SN0 SEmM Exs TRL  ®mH
EN T IR < o8 g FHE @ & s
o Serial-COM7 BE TCP/UDP Socket i TH V2.3 - [#UEKEFO) - 0o X Ly
"~
o || s | | s |
am TCP Server Socketifzs
all TCP Client 73 751192 168.8.1 7475 1% 0 55734
2l UDP Servar
@ 1592.168.8.155(200 ) i O 200
a8 UDF Client
am UDP Group gk B TED
)
183849 EEHIR: hello, are you udp client?
1
j'333t55|&§'1§§§!= ¥
FEEEBOCIAER)
| R
EEEERH
hello, are you udp client? 10 -
hello, are you udp client?
hello, are you udp client?
hello, are you udp client?
hello, are you udp client?
hello, are you udp client?
hello, are you udp client? B 2357, B:2966FT
Ee}}o. are you ugp c}ientz
ello, are you udp client? = 5 .
hello. are you udp client? - S arLl FHHE
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(3) If the remote server (192.168.8.155) is open to the 2001 port of TCP, the protocol is selected as TCP.

KYLAB | W0143.1.0 | Load: 0.01 0.04 0.10 Changes: 0

System J Services Network B Serial

uart_server  uart_client

Uart Client

For config uart client

uart client configure

Enable

Pratocol TCP client o
Address [192.168.8.155 ]

IG IPv4 or Domain name

Port [2001 ]

Baud Rate [115200

DataBit | 8

Parity I None

StopBit | 1

@ Reset [L)Save SEISave & Apply

=

) RE(E) BE(V) EN0) SR BxES  TARL  Bne)

SR E I IR A== =_’~:-@’-‘-“-ﬁ‘ 5

WE T V23 - [; -

 Seriol.comT 2 TCP/UDP Socket iBig T V2.3 - [SuSkcss0] =] P b,
[ eme | s || B | A
a8 TCP Server SocketRik
=) 192.168.8.155[2001) =t ] 74 1P192.168.8.1 74 75 i O 46064

@ 192.168.8.1(48064)

a8 TCP Client | i3 RO 20m
sl UDP Server

a8 UDP Chient gk B TED
am UOP Group 18:43:44 i : hello[ 18
184406 3] I;.u, are you tep chent? |
184410 IREIEIR: »
SRR EE O]

[ smse |
BEEEAH

ol 'I
hellohello, are you tcp client?

hello, are you tcp client?
hello, are you tcp client?
hello, are you tcp client?
hello, are you tcp client? [
hello, are you tcp client? e 13T, B850 [

hello, are you tcp client?
S # fl AT

hello, are you tcp client? =
hello, are you tcp client? r g5t
hello, are you tcp client?

>
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6.3 Mount USB camera

SKW99 supports USB free drive camera mount, which is not enabled by default.The following is the
introduction: after the module is connected to the USB camera, the relevant configuration is made on the
web interface to enable the camera to start working.

(1) The module is connected to the USB camera;

(2) Firstly, access to the management interface of the router through the browser; secondly, click "USB"
"mjpg_streamer" to enter the recording configuration interface; Next, configure the various parameters of

the recording; finally, click "Save & Appy" to complete the configuration;

SKYLAB | W0143.1.0 | Lead: 0.00 0.01 0.05 Changes: 0

Status Services Network M Serial

mjpg-streamer |

mjpg-streamer

For config mjpg-streamer

Applying changes

- Configuration applied.
“n

mjpg-streamer configure

Enable

Device [devivideol

Resalution 640x480

Fps [5

EGED)

@Reset & Save | [ Save & Apply

(3) According to the above configuration, enter the “router ip:8080” on the browser, and you will see the
recording.

Note: Not all browsers support playback, and Google browser is recommended.

SL-18050049-V1.01 67 /68



SKYLAB

Simplify Your Syst
impliy Your:System SKW99 EVB User Manual

Skylab M&C Technology Co.,Ltd Model:SKW99
(=] - u] X
B MIPG-streamer x
<« C @ 192.1688.1:2081 fstream.hitml %

MIPG-Strea Source snippet

Demo Pages <ing sro="/Tactionmstrems’ 3
a ressource friendly
streaming application

Home
Static
Stream
Java
Javascript
VideoLAN
Control

Version info:
vil.1 (Okt 22, 2007)

£ The MIPG-streamer team | Design by Andreas Viklund

7 Revision History

Revision Description Approved Date

V1.01 Initial Release Sofia 20180517

8 Contact Information

Skylab M&C Technology Co., Ltd.

HYIT R TRZHEARG R AT

Address: 6 Floor, No.9 Building, Lijincheng Scientific & Technical park, Gongye East Road,
Longhua District, Shenzhen, Guangdong, China

Phone: 86-755 2377 9429 (Sales Support)

Phone: 86-755 8340 8510 (Technical Support)

Fax: 86-755-8340 8560

E-Mail: technicalsupport@skylab.com.cn

Website: www.skylab.com.cn www.skylabmodule.com
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